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Modern Data Centers:  Massive Scale and Complexity 

There is little doubt that today’s data centers (and the supporting data center networking infrastructure) are 
experiencing a period of rapid and massive change.  For example, ESG research reveals that enterprise organizations are 
pursuing:  

 Aggressive data center consolidation.  According to ESG research, 63% of enterprise (i.e., more than 1,000 
employees) are actively consolidating data centers or have already done so.1  By virtue of these projects, 
large organizations typically reduce their data center population by 25% to 50%.   Additionally, nearly half of 

organizations will consolidate data centers belonging to independent business units into multi-tenant facilities.  
This means that data centers will undergo massive scale as they house more devices, applications, and 
network traffic. 

 Increasing use of server virtualization technologies.  The ESG data indicates that nearly all large 
organizations are using server virtualization technologies from Citrix, Microsoft, VMware and others.  While 
many enterprises have 250 or fewer VMs running in production data centers today, they also have ongoing 
server virtualization initiatives in place that will double VM deployment over the next few years.  As this 
happens, an increasing number of virtual servers (and the virtual access networks they connect to) will need 
to be tightly integrated into the physical data center infrastructure.   

 Wide and growing deployment of web applications.  One quarter of large organizations have deployed SOA 
or web-based applications “extensively,” while another 60% have done so to some extent.  These web 
applications are based on numerous x86 server tiers and horizontal scaling, leading to a significant increase 
in server-to-server communication.  Continued web application growth will push data center networks to 
accommodate massive amounts of internal traffic.   

It is also worth noting that about 40% of organizations are already extending applications to run across geographically-
distributed data centers.  ESG believes that this is a harbinger of future cloud computing architecture where workloads 
and application elements are moved from data center to data center based upon capacity, performance, and 
operational demands.  As cloud computing gains momentum, data center infrastructure must provide for easy 
integration with internal and external cloud services.   

Data Center Networking Discontinuity 

As ESG data indicates, today’s data centers can house thousands of physical devices, virtual servers, and business 
applications, all connected via Ethernet networks and IP packets.  Unfortunately, this is creating a state of data center 
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networking discontinuity where dynamic data center scaling requirements are supported by static proprietary 
networking devices -- an IT mismatch if there ever was one.   

To date, IT networking teams have done their best to bridge the data center networking discontinuity gap, but it appears 
that the flood waters are about to overrun tactical network sandbags.  Driven by massive data center scale, ESG research 
points to a plethora of increasingly difficult network operations challenges such as (see Figure 1): 

 Network segmentation and security.  Today’s data center network segmentation is based upon a 
complex mix of Layer 2 VLANs, Layer 3 IP subnets, device-based ACLs and packet filtering, and firewall 
rules.  Many segmentation policies are actually enforced by a patchwork of firewall and ACL rules 
written and maintained for years.   These hard-wired network segmentation and security controls are no 
match for today’s data centers populated by mobile VM-based workloads designed to traverse data 
centers and cloud computing platforms.   

 Traffic engineering.  ESG research indicates that 44% of large organizations suffer from network 
performance challenges.  Why?  Network traffic tends to follow a fixed path with multiple hops.  Any 
traffic congestion or device-based hardware problem has a waterfall effect impacting the performance 
and latency of all other traffic over the same devices.  Network performance is further complicated by 
virtual server sprawl and mobility in the data center where VMs can be provisioned or moved at a 
moment’s notice.  Finally, web applications can also create bottlenecks of server-to-server traffic.  

 Network provisioning and configuration.  While virtual servers can be provisioned through 
virtualization or cloud orchestration tools, data center networking equipment and control path policies 
must be set up on a device-by-device or even a network flow-by-flow basis.  Yes, network management 
software can help but it is really just an improvement over CLIs in that it provides a GUI for central 
management of individual devices and control planes.  Network configuration changes remain a tedious 
link-level slog while heterogeneous networks must be managed through multiple network management 
systems.   

It is also worth noting that ESG research points to data center networking discontinuity issues within the IT organization 
itself.  Many organizations point to problems such as skills deficiencies, lack of coordination/cooperation between the 
networking team and other functional IT groups, and their inability to recruit new networking professionals with the 
right skill sets.   

Figure 1.  Data Center Networking Challenges 

 
Source: Enterprise Strategy Group, 2012. 
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ESG believes that data center networking discontinuity may pose a threat to business operations.  Networking issues 
could ultimately lead to service level degradation, delay business initiatives, and skyrocket IT operations cost.  Clearly, 
something has to give—and soon.   

Software to the Rescue? 

Data center networking discontinuity is nothing new. Networking vendors have seen this fracture building over the past 
few years and have introduced a number of innovations like fabric architectures, network convergence (i.e., common 
data and storage network transport) and amalgamated computing/network hardware in response.  Yes, this improved 
upon the existing rigid data center network model but these new products remain proprietary, limiting their 
effectiveness in large heterogeneous networks.  Many networking vendors have also tried to emulate the flexibility of 
server virtualization by integrating with server virtualization management platforms like VMware vCenter.  This enables 
automated provisioning and policy management but doesn’t help when enterprises adopt additional server 
virtualization technology like Microsoft Hyper-V or experiment with cloud platforms like OpenStack.   

While many new data center innovations are limited, there is a promising alternative called Software-Defined 
Networking (SDN) gaining momentum.  SDN was first conceived at Stanford University in an effort to segment 
production networks so that researchers could test new network technologies and protocols in a quasi real-world 
environment.  More recently, SDN has gained broad interest in the networking community and led to the formation of 
the Open Networking Foundation (ONF), a nonprofit organization composed of leading networking, 
telecommunications, software, and cloud computing organizations.   

How does SDN work?  While a detailed explanation of SDN is beyond the scope of this ESG Brief, SDN creates a new 
paradigm for data center networking because it: 

 Centralizes the “brains” of the network.  In today’s legacy networks, each device has dedicated processing 
capacity and programmed instructions for controlling how network packets should be moved from the 
device and through the network.  Since networks are composed of multiple devices, this means that:  1) The 
control plane of each device must be configured independently which complicates network operations, and 
2) Each time packets traverse a new device, they have to receive distributed control instructions in order to 
proceed to their final destination.  This can impact network performance and latency.  Rather than a device-
centric distributed control plane, SDN is based upon a centralized controller which manages data flows 
throughout the entire network.  By centralizing the control plane, SDN-based networks can streamline 
network operations while transforming disparate networking devices into an integrated data center fabric. 

 Replaces hard-wired instructions with open software.  Legacy networking devices are configured using CLIs 
or vendor-provided network management tools.  This limitation means that network flexibility depends 
upon each vendor’s network management software features and development schedules.  Alternatively, 
SDN is based upon open standards and controller-based software running on a standard x86 server.  With a 
foundation of open standards, software developers can then “program” an SDN network to accommodate a 
multitude of use cases. 

The ONF has proposed an SDN model based on protocols and APIs called OpenFlow.  OpenFlow provides a standards-
based method for: 1) SDN controller to networking device communication, and 2) Software-based access to the flow 
tables that instruct networking devices on directing traffic flows.   

SDN/OpenFlow Benefits 

Why is the industry so excited about SDN/OpenFlow?  Because it has the potential to directly address the issues created 
by data center discontinuity described previously.  By centralizing flow tables, opening APIs, and using software to 
program the network, SDN/OpenFlow can virtualize the network just as hypervisors introduced virtualization to physical 
servers.  This can allow large organizations to “program” their networks, creating virtual network segments that could be 
used for different purposes.  In this way, SDN/OpenFlow can facilitate dynamic IT requirements, and flexible 
implementation options while streamlining network operations.  In this way, SDN/OpenFlow networks can overcome 
the imitations and operational challenges posed by today’s legacy networking equipment (see Table 1):  
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Table 1. Comparison Between Legacy Networks and SDN/OpenFlow 

  Networking 

Requirement 

Legacy Network SDN/OpenFlow-based Network 

Secure network 

segmentation 

Requires complex mix of VLANs, IP 

subnets, ACLs, and firewall rules 

that are configured on a device-by-

device and/or flow-by-flow basis.  

Very difficult over distance. 

Virtual network segments can be configured centrally 

and enforced throughout the network and over 

distance.  Can also simplify network security 

architecture by directing flows to security policy 

enforcement services like network firewalls, 

application firewalls, and IDS/IPS. 

Traffic engineering Network must be configured for 

QoS.  Limited options for multi-

pathing.  Manual configuration 

changes may be required to address 

traffic congestion. 

Virtual end-to-end path can be programmed into the 

network.  Central control plane turns 

aggregation/core devices into a high speed transport 

backplane.  In the future, SDN/OpenFlow networks 

will be able to make network flow decisions based 

upon real-time analysis of network utilization 

statistics. 

Network provisioning Network must be provisioned and 
configured on a device-by-device basis 
using CLIs or proprietary network 
management GUI 

OpenFlow controller can discover new devices which can 
then inherit configuration policies as they come online 

IBM and NEC Join Forces on SDN/OpenFlow 

While the OSF efforts are extremely promising, few SDN/OpenFlow products are actually available for use.  This situation 
is changing however as leading vendors embrace SDN/OpenFlow, add SDN/OpenFlow support to products, and work 
collectively to drive SDN/OpenFlow adoption with their customers.   

This is exactly what IBM and NEC are doing with their recent OpenFlow switch and controller co-marketing 
announcement.  The two companies were founding members of the ONF.  IBM and NEC are now combining their unique 
value with a leading SDN/OpenFlow offering based upon: 

 IBM RackSwitches.   Demonstrating its commitment to SDN/OpenFlow, IBM System Networking announced 
the IBM OpenFlow-enabled RackSwitch G8264 in October 2010.  The IBM RackSwitch G8264 is a 10 and 40 
Gigabit Ethernet (GbE) switch specifically designed for the data center, providing speed, intelligence and 
interoperability on a proven platform offering 10/40gbE ports.  The IBM OpenFlow-enabled RackSwitch 
G8264 fully supports the current version of the OpenFlow standard.   

  NEC ProgrammableFlow controller.  NEC provides the software “brains” with the first OpenFlow controller 
available in the market.  NEC’s pFlow controller can discover the network and its topology (in this case, IBM 
OpenFlow switches), gather network statistics, and act as a central control plane for traffic/network 
management.   

Both companies demonstrated production-ready SDN/OpenFlow products at Interop 2011.  Less than a year later, the 
two companies are combining their efforts to offer the first high performance end-to-end data center fabric architecture 
based upon SDN/OpenFlow.  IBM and NEC already share joint customers.  For example, Stanford University, the 
originators of the OpenFlow protocol, will deploy IBM and NEC’s solution in parallel to their production network to test 
functionality and application in the Stanford environment. Tervela, provider of a market-leading, distributed data fabric, 
has validated that this solution delivers a breakthrough in dynamic networking to ensure predictable performance of Big 
Data for complex and demanding business environments, such as global trading, risk analysis, and e-commerce. Selerity, 
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provider of ultra-low latency event data, will employ IBM and NEC’s OpenFlow solution to accelerate real-time decision-
making for global financial markets.  

The Bigger Truth 

For many years, the networking industry has been predicting that legacy data center networking technology would not 
be capable of supporting massive network traffic, chatty web applications, and dynamic server virtualization.  ESG 
research clearly indicates that the future is now—we’ve reached a point of data center networking discontinuity.  
Incremental innovations like switch clustering, ultra low latency switches, optical cabling, and 40/100 GbE will help but 
the time-honored practice of managing networks on a device-by-device  basis has reached a point of obsolescence.   

ESG believes that there is a simple answer to the data center networking discontinuity quagmire—“software.”  Just as 
hypervisors turned under-utilized x86 servers into virtual server farms, data center networks need software to transform 
connected devices into virtual networks and an end-to-end fabric architecture.  This is exactly what SDN/OpenFlow is 
designed to do.  ESG believes that industry cooperation and openness of SDN/OpenFlow has the potential to lead to a 
new wave of networking innovation as an army of global developers embrace and extend the standard in creative ways.   

IBM and NEC have been active participants with SDN/OpenFlow from its infancy and are now poised to feast on the 
fruits of their labors with their combined data center solution.  Yes, this is good for each company’s revenue prospects, 
but ESG believes that the IBM/NEC announcement also marks a milestone – SDN/OpenFlow is no longer a science 
project for academics—with IBM and NEC leading the way, it is now ready for enterprise production data centers.   
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