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One  of the most fundamental elements in data protection for the modern 

web is the use of  public key infrastructure (PKI) and digital certificates, 

namely either Secure Sockets Layer (SSL) or Transport Layer Security (TLS). 

The PKI itself includes everything required to manage, create, and use those 

digital certificates within an organization and manage the encryption.

Each of the PKI elements  plays a part in ensuring security and have come to 

be seen as fundamental for organizations large and small. But operating 

these systems comes with challenges that must be understood and met to 

ensure proper and efficient operations. The over-reliance on manual

methods undermines the whole point of PKI and certificates and needs to 

be replaced with more modern methods.

At the most basic level, a SSL/TLS certificate provides a fundamental level of 

security – which is one of the main reasons they were developed in the first 

place. Helping to lock down and secure client-server communications 

means from the moment the certificate becomes available, all the

information in transit is encrypted. Even if a hostile party were to gain access 

to the data stream, it has no value. Only the intended recipient such as a 

server or application can open and unlock it. 

The Key Uses of SSL/TLS
Certificates

Data Protection

https://remme.io/blog/a-deep-dive-into-public-key-infrastructure
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Consider an organization – perhaps yours – that has to regularly transmit 

and use credit card numbers or other personally identifiable information 

such as intellectual property, IDs, passwords, etc. Rogue employees, and 

hackers of all kinds constantly look for this kind of information. Certificates 

make this information impossible to capture or use. It’s locked down.

Identity Confirmation

Protecting data is critical. That’s especially true with the great number of 

attempts made to reroute or hijack traffic by spoofing legitimate credentials 

or gain access illegitimately. That’s why ensuring that electronic

communications are actually going to and from the intended parties is no 

less vital than protecting data. Once again, SSL/TLS certificates provide a 

powerful way of authenticating identity to a web site. This is where the 

process of installing a certificate comes in. The process requires validation, 

which is handled by a Certificate Authority (CA), a third party that can verify 

and validate you or your organization. SSL/TLS can also reduce the potential 

for “phishing” – the steps hackers can take to set up alternative, fake 

websites that resemble yours but allow them to harvest interactions with 

your customers or potential customers.
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No one accepting online payments globally is unaware of the critical role 

now played by the Payment Card Industry Data Security Standard (PCI-DSS), 

which is the widely-embraced information security standard for

organizations that need to handle payments through major credit cards. 

There are several minimum website standards required by PCI, one of 

which is having a SSL/TLS certificate in place. This is not only a required 

practice, it is really a “best practice.”

Trust is worth exploring because it is really an unwritten requirement for 

most business transactions. Companies can choose to add further trust

features such as organization validated (OV) certificates or extended

validation (EV) certificates, both of which further enhance trust. For example, 

having an OV certificate indicates that the CA actually verified the business 

and has linked the business name and the certificates. EVs require further 

validation and have the benefit of displaying the organizational name in the 

address bar in green to provide a visual indicator for site visitors. Most 

larger organizations have implemented steps such as these to use this

additional trust feature as a competitive tool.

Boosting Trust Even More

Meet Key Online Payment
Specifications
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Not only does SSL help enhance results in browser search functionality, 

Google, the superpower of search has now effectively mandated SSL by 

notifying non-compliant sites when they are “found” through search using 

Chrome or Mozilla Firefox. The powerful mechanism for this will be a ‘not 

secure’ warning that will appear in the URL area of the browser. Some

observers think the next step could be blocking non-compliant web sites. 

Regardless, of whether that happens, the handwriting is on the wall – sites 

lacking SSL/TLS are not welcome.

Google restrictions for
non-SSL websites

Other things to consider:
Private Certificates

A variation on the use of certificates is the employment of private

certificates, typically by larger organizations that need internal certificates as 

well as external certificates. This arrangement helps ensure the security of 

data “in motion” and depends on organizations putting in place a private 

PKI capability. 

Deploying and maintaining local CA provides better security because it is 

possible to control who has certificates, as well as who has access to the 

initial information.  At the same time a potential problem with this

arrangement is the reliance of organizations on their own internal CA. As 

well as the amount of time and resources that should be invested to build 

the process, taking into account that, internal, ad hoc CAs tend to lack

management tools that can automate or at least record. 
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In order to study how small and medium businesses use internet-facing 

digital certificates as well as find out the top challenges system

administrators and network engineers face with, Remme conducted an 

opinion poll on social media networks including, Reddit, Quora, specialized 

platforms including 4SysOps and Peerlyst, as well as collected feedback 

from beta testers of Keyhub, the one-stop platform for managing digital 

certificates on autopilot. 

The most popular legacy method of managing digital certificates is, in fact, 

to simply create lists with the help of spreadsheets. About 53% of

respondents use this manual method of certificates management. About 

78% admitted to suffering the problem of missing certificate expiration 

dates. The problem was usually discovered only after receiving complaints 

that a website was not functioning properly.

What are organizations’ doing
now?

53%

use
manual

methods

78miss
expiration

dates %
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Respondents manage as few as one certificate (an outlier) up to nearly 600. 

Popular ways of managing certificates: spreadsheets, auto-renewal

services, custom scripts, certificate authority services, and specific 

certificate management tools, where:

Spreadsheets usually focused just on the list of certificates with key

information but no automation.

Auto-renewal was usually implemented automatically along with group 

policy (e.g. a GPO setting).

`Handmade’ custom scripts were mostly developed with the help of

PowerShell to solve a particular task.

Certificate authority, provided as an additional service for those who 

purchase certificates, varied widely in their capabilities and cost.

Certificate management tools, similarly, varied in cost and capabilities.

All of these points underscore the top challenges facing certificate

administrators, namely:

Managing certificate expirations.

Ensuring complete visibility over all certificates.

Keeping certificates up-to-date (e.g. trying to avoid misconfigurations, 

such as missing fields and the use of internal names, the use of 

out-of-date hashing algorithms, etc.).

Avoiding the complexities involved with depending on multiple tools 

and methods for certificate management.
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Gathering information about all the certificates in use and making sure they 

are current is vitally important to secure online communications and 

back-end applications. Meanwhile, missing a part of SSL/TLS certificates can 

become a threat to the whole system. There are a few weak points that 

require additional attention:

For most organizations, certificate discovery begins as a manual process 

but it usually doesn’t take long to spiral out of control and to lose count.

Most CAs provide discovery tools that are able to find only their

certificates, but not all of the certificates in the environment.

So it is better to refuse the manual tracking and double check to be sure 

that your certificate discovery tool finds all types of certificates.

Finding Answers
that Work

Gather a thorough inventory

Begin Consolidation

Each certificate can have its own encryption and validation levels, can be 

bought at a different CA and managed with its own certificate

management solution.

With a growing number of certificates and ever-more severe cyber and 

business risks, administrators need to consider 5 key steps to get things 

shaped up.
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In addition, IT professionals adapt calendars, Excel spreadsheets, and

various personal productivity tools to sort out the mess. But a constantly 

growing number of certificates adds to the problem.  Holding a deep audit 

and bringing data from various sources together will sharply reduce time 

for searching and limits the risks associated with unmaintained and

unacknowledged certificates. Using a single certificate management tool 

will allow for bringing the process under control.

Every organization, even small business representatives, should have a 

standard means of storing and securing keys and clearly detailed

instructions as to how individuals can accomplish this task. If policies on 

control and sharing are not clear, strong, and enforced, those with access 

can quickly grow beyond the “official” number and it is then just a matter of 

time before keys end up completely beyond the control of the organization 

and potentially in the hands of a hostile individuals within or beyond the 

corporate walls. To reduce risks there are a few primary steps to implement:

Define employees who are responsible for the certificate environment.

Do not consolidate all the access into one pair of hands. Share

responsibility between the chief system administrator and network

administrators.

Appoint an authorized administrator to track the certificate lifecycle and 

deploy a single management tool.

Build a process to manage each and
every type of certificate
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Properly adjusted alerts and reporting will allow network administrators to 

view the health of the entire network, or drill down into specific trouble 

areas. The advanced certificate lifecycle management tools are able to

combine any requested data and provide it when and in a way that meets 

the requirements of the network administrator.

Renewal reports should be issued on a regular basis, commencing 90 days 

prior to expiry, with subsequent reminders at 60 days, 30 days and then 

daily alerts to minimize disruption and help the administrator prepare for 

SSL certificate renewal.

Real-time reports should denote the current status of the company’s SSL 

certificate inventory, ordered by certificate status:

Establish automatic alerts & 
reporting

All certificate requests

Approved

Pending

Expired or expiring

Rejected

Revoked

Establish automatic revocations (if possible)

Revocation and replacement of certificates is significantly easier with the aid 

of a centralized certificate management authority. For maximum efficacy, 

the use of such a service should be combined with clearly established

policies pertaining to certificate issuance life, key strength, validation type, 

and suchlike.
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Such a system will be fully optimized to prepare for worst-case scenarios, as 

well as being suited to routine updates and replacement. In critical cases, 

such as when remediating a serious bug on the scale of Heartbleed,

certificates with compromised private keys must be replaced immediately. 

Should a private key be lost, or a server crash result in certificate deletion, 

the administrator should have the ability to revoke the certificate and to 

issue a replacement.

Time to Automate 

It is difficult to overstate the vital role of automation in certificate/PKI 

activity. Even the most aggressively managed and thoroughly instituted 

system of manual methods cannot match the power of automation. 

Keyhub, a solution from Remme eliminates the dangers of manual methods 

and eases the burden of certificate management, including:

To find out more about how you can protect your PKI with Keyhub, visit our 

website.

Detecting policy
violations

Tracking certificate
expiration dates

Checking potential
vulnerabilities

Organizing, analyzing and
reporting certificate information

Schedule a 20-minute
demo
To get an in-depth advice on building
strong certificate management practices.

Head of Business
Development at Remme

Sid Desai

https://remme.io/keyhub?utm_source=whitepaper_strong_PKI_&utm_medium=WP
https://remme.io/keyhub/request-a-demo?utm_source=whitepaper_strong_PKI_&utm_medium=WP
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