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Too many 

disconnected 

products

High volume 

of noisy alerts  

Security skills 

in short supplyLack of 

automation

Rising infrastructure 

costs and upfront

investment

IT deployment & 

maintenance 

Sophistication 

of threats

Traditional SOC Challenges



Cloud + Artificial Intelligence

Security 
Operations Team



Our unique approach

Built-in experiences that 

work across platforms

Integrated across people, 

devices, apps, and data

AI and automation 

to secure your future



Built-in experiences that 
work across platforms



AI and automation 
to secure your future



Integrated across people, 
devices, apps, and data



Microsoft Intelligent Security Graph

450B 
monthly 

authentications

18B+ Bing web 

pages scanned

1B+
Azure user 
accounts

Enterprise security 

for 90% of 

Fortune 500

5B 
threats 

detected on 
devices every 

month

Shared threat data 
from partners, 

researchers, and law 
enforcement 
worldwide

Botnet data from 
Microsoft Digital 

Crimes Unit

6.5B 
threat signals 
analyzed daily

400B 
emails 

analyzed

200+ 
global cloud consumer 

and commercial
services

OneDrive

Xbox Live

Microsoft

accounts

Bing

Azure

Outlook

Windows

Unique insights, informed by trillions of signals



Building Cyber Resilience through Intelligent Security

Identity and access 

management 

Your universal platform 

to manage and 

secure identities.

Threat

protection

Stop attacks with 

integrated and 

automated security.

Cloud 

security

Safeguard your 

cross-cloud resources.

Information 

protection

Protect your sensitive 

data—wherever it lives 

or travels.



Phishing demo / Session 

token theft and abuse



Zero Trust Principles

Use least privilege access Assume breachVerify explicitly

Validate trust of users, devices, 

applications, and more using 

data/telemetry

to limit the impact of any given 

compromise

Assume that attackers will 

succeed (partially or fully) and 

design accordingly

Instead of assuming everything behind the corporate firewall is safe, Zero Trust assumes an open environment where trust must be validated.



AZURE
SECURITY POSTURE

!

DETECT
Auditing and Certification

Live Site Penetration Testing

Centralized Logging and Monitoring

Fraud and Abuse Detection

RESPOND
Breach Containment

Coordinated Security Response

Customer Notification

PROTECT
Security Development Lifecycle

Threat Modeling

Code Review

Security Testing

Network/User/Data/System security

LEARN
Post-Breach Assessment

ASSUME BREACH



Migrating to a Zero Trust Security Model allows 

you to simultaneously improve security over 

conventional network-based approaches and 

better enable users where and when they need 

access. 

A Zero Trust model requires: 

Signal to inform decisions, 

Policies to make access decision and, 

Enforcement capabilities to implement those 

decisions effectively.

Implementing a Zero Trust Model

Zero Trust Model



Threat intelligence

Organization policy
Identities

Devices

Infrastructure

Network

Threat 
protection

Multi-factor 
authentication

User/session risk

Data

Apps

Classify, label, 
encrypt

Device risk state

Device inventory

Adaptive 
access

Access and 
runtime control

Security policy 

enforcement

Real-time 

policy evaluation

Zero Trust architecture

Visibility and Analytics

Automation
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Microsoft Zero Trust Capabilities

Endpoints

Identities

Zero Trust

policy enforcement

Microsoft Conditional 

Access

Threat intelligence & Telem
etr

y

Network

Applications

Infrastructure

Data

Microsoft
Azure AD

Microsoft
Defender
for Identity

Microsoft
Information 
Protection

Microsoft Sentinel / SIEM

Microsoft
Defender

Microsoft
Endpoint 
Manager

Posture Management

Microsoft
Defender for 
Cloud

Microsoft
Defender for 
Cloud Apps 

(MCAS)

Microsoft
Defender for 
Office 365



Microsoft Security Architecture

Multi-cloud

SIEM

(Microsoft Sentinel)
Cloud native, any data, any entity

Third-party 

and partners

E-mail Cloud AppsDocs

Identities Endpoints Apps

Microsoft 365 Defender
Secure your end user environment

SQL/Storage Server
VMs

Containers

Network 
traffic

IoT/eIoT/OT Azure App
Services

Microsoft Defender
Secure your infrastructure

XDR

Intelligent Security Graph + ML (Fusion) Technology + Threat Analytics

Defender for IoT Within 

Microsoft’s Security Portfolio



Start and track investigations from prioritized, actionable 
security incidents 

Use incident to collect related alerts, 

events, and bookmarks

Manage assignments and track status 

Add tags and comments

Integrate with your ticketing system



Visualize the entire attack to determine scope and impact

Navigate the relationships between 

related alerts, bookmarks, and entities 

Expand the scope using exploration 

queries

View a timeline of related alerts, events, 

and bookmarks

Gain deep insights into related entities –

users, domains, and more



Classified as Microsoft Confidential

Microsoft Security 

Copilot 

The first generative AI security 

product that empowers SOC analysts 

to defend their organizations at 

machine speed and scale

Product 

integrations 

& telemetry

Machine 

learning
Threat 

intelligence

Skills
Product 

knowledge

Data

Best

practices



Classified as Microsoft Confidential

Microsoft Security Copilot  

Defending at machine speed

Enable response in minutes, 

not hours

Simplify the complex with natural 

language prompts and easy reporting

Catch what others miss with deeper 

understanding of your enterprise

Upskill your security talent

with cyber-trained generative AI

“It takes us three minutes 

to do a task that used to 

take at least a few 

hours”

- Private preview customer



Classified as Microsoft Confidential

Operated with simple natural language queries

Human

Security 

Copilot

Prompt

Submits a 

prompt

Planner

Determines 

initial context 

and builds a 

plan using all 

the available 

skills

Build Context

Executes the 

plan to get the 

required data 

context to 

answer the 

prompt

Responding

Combines 

all data and 

context and 

the model will 

work out a 

response

Response

Receives 

response

Formats 

the data



Classified as Microsoft Confidential

Security

posture 

management



Classified as Microsoft Confidential

Security

posture 

management



Classified as Microsoft Confidential

Built on AI model trained for security

Large language model (LLM) pretrained on trillions of points of 

security-specific telemetry and threat intelligence

Works with natural language queries and requires no knowledge 

of KQL

Processes any text-based security data and requires no parsers or 

data standardization

Designed to improve with use; guided by user feedback 



Classified as Microsoft Confidential

Built with security, 

privacy, and 

compliance.

Your data is your data

Your data is not used to train 

the foundation AI models

Your data is protected by the 

most comprehensive enterprise 

compliance and security controls



L4 L3

L2

L1 L0

TRITON Kill Chain Example

Steal credentials

1

Deploy PC malware

2 3

Install RAT in safety PLC

4

Disable safety 
PLC & launch 2nd

cyberattack
TriStation

Protocol

Microsoft Defender for Endpoint & Defender for 

IoT simultaneously detect 

suspicious RDP access from IT to OT network —

alerts converged in Azure Sentinel incident



Questions



Thank you!
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