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Our unique approach
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work across platforms to secure your future devices, apps, and data
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Microsoft Intelligent Security Graph O

Unique insights, informed by trillions of signals
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Building Cyber Resilience through Intelligent Security

|dentity and access
management

Your universal platform
to manage and
secure identities.
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Threat
protection

Stop attacks with
integrated and

automated security.

Information
protection

Protect your sensitive
data—wherever it lives
or travels.

Cloud
security

Safeguard your
cross-cloud resources.



Phishing demo / Session
token theft and abuse




Zero Trust Principles

Verify explicitly Use least privilege access Assume breach
Validate trust of users, devices, to limit the impact of any given Assume that attackers will
applications, and more using compromise succeed (partially or fully) and
data/telemetry design accordingly

Instead of assuming everything behind the corporate firewall is safe, Zero Trust assumes an open environment where trust must be validated.
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Zero Trust Model

Implementing a Zero Trust Model {2
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Migrating to a Zero Trust Security Model allows
you to simultaneously improve security over Q
conventional network-based approaches and
better enable users where and when they need Hd
access.
A Zero Trust model requires: Signal Decision Enforcement
9 ) to make an informed decision. based on organizational policy. of the policy across resources.
1. S[gnal to inform decisions, Zero Trust considers many signal ~ The access request and signal Decisions are then enforced
Polici K decisi d sources—from identity systems are analyzed to deliver a decision across the entire digital estate
2 olictes to make access decision anq, to device management and based on finely-tuned access —such as read-only access to
3 Enforcement capabilities to implement those device security tools—to create policies, delivering granular, a SaaS app or remediating
' context-rich insights that help organization-centric access control. compromised passwords with

decisions effectively. make informed decisions. a self-service password reset.



Zero Trust architecture
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Microsoft Zero Trust Capabilities
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Microsoft Security Architecture
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Intelligent Security Graph + ML (Fusion) Technology + Threat Analytics



Start and track investigations from prioritized, actionable
security incidents

QU Refresh O Last 24 hours ¢ Actions

S s Open Incidents By Severity
42 42 0 —
OPEN INCIDENTS NEW INCIDENTS IN PROGRESS BCRITICAL(0) W HIGH (5) MEDIUM (28) LOW (6) INFORMATIONAL (3)

= AWS - Monitor Credential abuse or hijack

. ° -
0 Search byid o x
Use incident to collect related alerts ncdent 12
I SEVERITY : Informational, Low, Medium, High, Critical STATUS : New, In Progress PRODUCT NAME : All
High v New h Unassigned
Select Al Showing 42 items SEVERITY STATUS. OWNER
events, an OooKMarks
INCIDE... TITLE ALERTS PROD... CREATED TIME OWNER STATUS See: https://duo.com/decipher/trailblazer-hunts-compromised-credentials-in-aws
% I 129 AWS - Monitor Credential a... 1 Azure Se... 10/09/19, 08:52.. Unassigned New Tags
° 1128 Upload to non-approved app 1 Microsoft... 10/09/19, 08:52... Unassigned New +
M a n a g e a S S I g n I l I e n tS a n d t ra c k Sta t u S 127 Activity from a Tor IP address 1 Microsoft... 10/09/19, 07:43... Unassigned New Last update time
10/09/19, 08:52 AM
126 MeganB - top secret step-up 1 Microsoft... 10/09/19, 06:57... Unassigned New
125 MeganB - top secret step-up 1 Microsoft... 10/09/19, 06:46... Unassigned New Creation time
10/09/19, 08:52 AM
124 Base64 encoded Windows e... 1 Azure Se., 10/09/19, 06:43... Unassigned New
A tags and comments , Closerezson
123 MeganB - Block cut/copy a... 1 Microsoft... 10/09/19, 06:43... Unassigned New /A
122 Traffic to known bad IPs 1 Azure Se... 10/09/19, 06:39.. Unassigned New .
Evidence
121 DNS tor proxies 1 Azure Se. 10/09/19, 06:38... Unassigned New
p 9 +5 91 A0
° . ° .
I n te ra te W I t h O u r tl c ket I n S Ste rT] 120 User Account Created and ... 1 Azure Se... 10/09/19, 06:38.. Unassigned New Events  Alerts  Bookmarks
g y g y me System alert: DLP Connecto... 1 Microsoft... 10/09/19, 06:35... Unassigned New L
Entities
ms MeganB - top secret step-up 1 Microsoft... 10/09/19, 04:35... Unassigned New 3 0 3
I mz ADD-To_Admin_Group 1 Microsoft... 10/09/19, 03:33.. Unassigned New Account  Host  IP
I me ADD-To_Admin_Group 1 Microsoft... 10/09/19,03:33... Unassigned New
Last comment (Total: 0)
ms Add user to sensitive group 1 Azure Se... 10/09/19, 03:21.. Unassigned New
m4 Anonymous IP address 1 Azure Ac..  10/09/19, 03:10. Unassigned New Write a comment
ms3 Atypical travel 1 Azure Ac... 10/09/19, 03:06... Unassigned New

Investigate (Now available!) ew full details

112 Anonymous IP address 1 Azure Ac.. 10/09/19, 03:05.. Unassigned New




Visualize the entire attack to determine scope and impact

Navigate the relationships between
related alerts, bookmarks, and entities

Expand the scope using exploration
queries

View a timeline of related alerts, events,
and bookmarks

Gain deep insights into related entities -
users, domains, and more
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Microsoft Security
Copilot

The first generative Al security
product that empowers SOC analysts
to defend their organizations at
machine speed and scale

Classified as Microsoft Confidential
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k Enable response in minutes,
not hours

Simplify the complex with natural
language prompts and easy reporting

Microsoft Security Copilot L—|
&

Defending at machine speed

o )

“It takes us three minutes f'E Catch what others miss with deeper

to do a task that used to understanding of your enterprise
take at least a few
hours” y

Fl//, R Upskill your security talent

- Private preview customer with cyber-trained generative Al

Classified as Microsoft Confidential



Operated with simple natural language queries

Build Context Responding

R > Submits a > Receives
prompt response
Human
> Determines > Executes the > Combines
initial context plan to get the all data and
O and builds a required data context and > Formats
plan using all context to the model will the data
the available answer the work out a
skills prompt response
Security
Copilot

Classified as Microsoft Confidential



BR Microsoft Security Copilot /  Alert on compromised account and device on Contoso.com

Security
posture
management

E]v

The URL:

https://defenderatevetds-my.sharepoint

s

.com/personal/eturner_contoso_com/_layouts/15/

downlead.aspx?Uniqueld=d6be1328-81le2-41bl-a33c-

b4bae?71455akTranslate=falsektempauth=eyIl8eXAi0iIKVIQiLCIhbGei0iJub251In8. ey ThdWQi0iTwMDAW
MD AWMy EWMDAWL TBMZ ] ETY 2UnMCEWMDAWMDAWMDAWNMDAVZGYMZWSKZXThdGVZZXQwNilteS5zaGF yZXBvaW5aLmiNvbl
AAMZYWZGQYMSBWMIkBLTQYNDATOTEyOCAA0TY xMWYBMTYINTMILCI pe3Mioi InMDAWMDAWMYEWMDAWLTBmZJETY 2Uw
MCBWMDAWMDAWNDAWMDALLC JuYmY 101 IxNFc3NThwOTQS IiwiZXhwIjoiMTY3NzUSNDUBOS IsImVuZHBvaWsedXs1]
oiY3hDSINQSWFTZkhrdHIZR2tFZEtsWUpPOUSKZEY zRIBRczd1SmswUVNSWTOILCI 1bmRwb21udHVybEx1bmddaCIle
IJE2NiIsImlzbGovcGIhY25101JUcnVITiwiY21kIjoiT]IVMLky SmxORF 1E6Wm1INGSDMDBZMLFATFRrd@5EWXRaVE

htTWiRM11gZzVabVEyTiwidmVyIjoiaGFzaGvk
QzAWWVdKbEXUZ 3pavaveklkrNF16YZVNRE16TU

cHlvb228b2t1biIsInNpdGVPZCI6I1pXVml0e kptlXpIdESHKmha
ROaSIsImFwcF3kaXNwbGF5bmFtZSI61k1pY3Ive2o9mdCBPZmZ pY 2

UilCInaXZ1b19u¥Yk11TjoiU3R1dmll TiwiZmFtalx5X25hbUULI0iICZWF2ZX]zTivic2InbmluX3NEYKRITjoilNlwi

a21zaVwiXSISImFwcGlkIjolZDMIOTBLZDYENT

is a link to a Onehlote file named SalesLeadsUpdate.one that was uploaded by Ellis Turner a user in our

JiMyBeMTAYLWF1ZmY tYWFEMIISMmF

enterprise, to his personal OneDrive for Business account.

The file was downloaded by Ellis Turner from different devices and locations, including a Linux device, an
Exchange Cnline server, and two Windows 10 devices in Washington and San Jose. The file was also sent

(N

as an attachment in an email with the subject "Mew Leads Upclate!” from Ellis Turner to Devon Torres,

another user in our enterprise.

Devon Torres clicked on the link from the email and launched his browser to open the file on his

Windows 8 device named workstation8.contoso.com. The process that initiated the browser launch was

Outlook.exe,

Sources

. Microsoft Defender

[Fli Email: Look for presence...

Ei Origin Analysis: Determine how...

% Type "/ or ask anything about security

2in

(9

Qo
=]

B0 Pin board [ Share 4 Export

Alert on compromised account and device on
Contoso.com

OneMote WM PowerShell AMSI Kinsing Muhstic

Sabsik Wacatac

i Summary 9 Pinned items (5)

Alert Summary

This alert indicates that a device belonging to Devon Torres, a user of the
contoso.com domain, was targeted by an emerging, financially motivated activity
group that uses OneMote attachments to deliver remote access malware. The alert
provides details about the suspicious process (OMNERNOTE.EXE) that was launched
from a downloaded file (SalesLeacls (1).onepkg) and its parent process (explorer.exe),
as well as the device's hostname (workstation8), O5 version {Windows 21H2), and risk
score (High). The alert also shows the device's |ast seen time, external and internal IP
addresses, and antivirus status. The device has a user-defined tag (ContosoDemo)
and is onboarded to Microsoft Defender for Endpoint (MDATP).

Attack Steps

The account dtorres@contoso.com was involved in a series of suspicious actions on

the workstation8 host, indicating a possible compromise by a malware campaign.

The following attack steps were observed:
= Malicious OneMote package file downloaded
= Malicious scripts executed via WScript.exe
= Attempted AMSI tampering and process injection
+ Suspicious Microsoft Defender Antivirus exclusion and startup folder addition
= Suspicious LDAP query and process discovery
= Suspicious WMI process creation

+ Suspicious PowerShell command line and script execution

Attack Details

Malicious OneNote package file downloaded
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Built on Al model trained for security e
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Classified as Microsoft Confidential



Built with security,
privacy, and
compliance.

Classified as Microsoft Confidential

Your data is your data

Your data is not used to train
the foundation Al models

Your data is protected by the
most comprehensive enterprise
compliance and security controls
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Microsoft Defender for Endpoint & Defender for
loT simultaneously detect
suspicious RDP access from IT to OT network —
alerts converged in Azure Sentinel incident

TRITON Kill Chain Example

Deploy PC malware

Steal credentials
CORPORATE DMZ

SENSORS &

‘@ Install RAT in safety PLC Disable safety
S

Engineering

Workstation PLC

Alert Detected 3
May 6, 2018 7:.37:53 PM
A Triconex station (10.1.2.25) attempted to initiate an

PLC&RTU  ACTUATORS PLC & launch 2"
—_ TriStation
5 erotogol Q‘.* cyberattack
< Q) °

LO

operation incorporating an illegal function code value.

e

Scan Device Detected

Apr 22, 2017 8:49:02 PM

Port Scan: Counted 23 distinct ports scanned from
10.2.1.26 10 10.2.1.25

PLC Program Update

Apr 22, 20017 8:53:17 PM

Program update detected, sent from 10.2.1.25to
10.2.1.14




Questions




Thank you!
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