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Inhoud

• Compliance / wetgeving / richtlijnen

• Control framework
De juiste dingen doen (CIS-controls)

• Toepassing framework
• Leveranciers
• MSP
• Z-Cert – leveranciersrisicomanagement
• Awareness







Compliance

Definitie
• ‘Het bevorderen van en het doen toezien op de naleving van externe 

en interne regels die relevant zijn voor de integriteit van de 
organisatie. Regels en normen die de organisatie zelf stelt, horen 
daar uitdrukkelijk bij.’

De laatste jaren verschuift compliance steeds meer van ‘toezien op 
naleving van regels’ naar ‘bevorderen van integriteit’. Voor 
sommige organisaties is de volgende definitie van compliance 
daarom meer passend:
• ‘Compliance is het versterken van de integriteit van de organisatie, 

haar bestuur, haar medewerkers, de markt en haar data’.
(compliance-instituut)



Wet & Regelgeving
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en nu? ….In Control



EXECUTIVE SUMMARY

1. Threat landscape 2. Cyber risk 3. Readiness and resilience

Cyber Attacks are Significantly Up

 Phishing attacks are up significantly

 New vulnerabilities with exploits in 
the wild are being disclosed at a 
faster rate

 Use of Z-Cert and ENISA threat 
landscape

25% likelihood of a significant 
breach via a supply chain attack

 Double down on visibility;
No security measure works 100%

 Revisit and update supply chain 
security standards and contracts

% likelihood of ransomware 
incident with expected loss $10M

 EDR live and visibility growing

 Awareness training next level 
(KnowBe4)

 Preparing IAM 
tooling/implementation

 Tabletop
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Overview – Security strategy & action plan – annual roadmap

Our mission is to
keep Bergman 
secure and
trusted by
customers, 
partners and
society

Mission Main objectives Plan 2022 - 2024

Awareness
We raise role-base awareness on threats, 
countermeasures and responsibilities

Visibility & Risk intelligence
We know our vulnerabilities, we see
what’s happening and anticipate on 
what’s coming

Security capabilities
We implement best practise & capabilities

Integrate security in life cycle

Improve accross all subsidiaries

Improve security by design

Implement visibility for detection and response

Establish security monitoring for technical
status, compliance and regulatory reporting

Unify and simplify secure acces 
(now MFA, later IAM)

Devsecops way of working









PROGRESS IN CYBERSECURITY

Initiatives

Identify

Protect

Detect

Respond

Recover

Capability

Review & update business continuity 
plan every quarter

Improve incidence response with 
automated playbooks

Implement strong identity with 
adaptive authentication. Improve 
security hygiene and patching posture. 
Update email security. 

Implement continuous cybersecurity 
posture visibility. Build risk owner’s 
matrix and update quarterly. 

Incorporate threat feeds in SOC 
workflows. 

Implement EDR

Adress signals 
and solve issues

In build scanner in EDR will 
further improve security visibility

Tabletop TableTop perpetuate;
Demonstrability and tests backup

Review & identify gaps 
in plan with risk owners

Implement & test plan

On Track to accelerate Roadmap

Human firewall 
(awareness)

Implement EDR
Upgrade mail-security; use Mitre
Att&ck; threat hunting

Pentest (NCSC/ENISA)

E-mail – authentication*

Continuous Certification 
(ISO/NEN/ NIS-2)

Health - ISAC

Reporting with use of EDR

Use IAM for adaptive 
authentication 

Forensics

Sunset shared environments

Implement KnowBe4

Follow up CIS 
controls in the 
geographies**



MaturityPolicy defined

No policy

Informal policy

Partial written policy

Written policy

Approved written policy

Not Applicable

MaturityControl Reported

Not reported

Parts of poilicy reported

Reported on some systems

Reported on most systems

Reported on all systems

Not applicable

MaturityControl Automated
Not automated

Parts of policy automated

Automated on some systems

Automated on most systems

Automated on all systems

Not applicable

MaturityPolicy implemented
Not implemented

Parts of policy implemented

Implemented on some
systems

Implemented on most systems

Implemented on all systems

Not Applicable



ProjectStatusRiskControlCIS

Inventory and control of 
assets

1

Inventory and control of 
software

2

Data protection3

Secure configuration of 
enterprise assets/ software

4

Accountmanagement5

Acces control management6
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ProjectStatusRiskControlCIS

Continuous vulnerability
management

7

Audit Log management8

Email and web browser 
protections

9

Mallware defense10

Data recovery11
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ProjectStatusRestRiskControlCIS

Network infrastructure management12

Network monitoring and defense13

Security awareness and skills training14

Service Provider management15

Application software security16

Incident response management17

Penetration testing18

18

Rapportage Security




