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Inhoud

Compliance / wetgeving/ richtlijnen

Control framework
De juiste dingen doen (CIS-controls)

Toepassing framework
* Leveranciers
* MSP
» Z-Cert-leveranciersrisicomanagement
* Awareness

Roel Lijnema, Information Security Officer bij
Bergman Clinics, vertelt tijdens deze sessie
over de wet- en regelgeving waar de
organisatie mee te maken krijgt. Hoe gaan ze
bijvoorbeeld om met NEN /7510 (richtlijn voor de

zorg) en op welke manier zijn ze nu al bezig met

NIS2? Hoe geven zij hun securitybeleid vorm?
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Onze locaties

Bergman Clinics heeft in Nedertand
worschillands locatias. Op veal locatios
wiorden meerdere zorgprogramma’s aan-

Eeboden, Zowsl verzekerd als onverzekerd.
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Compliance

Definitie
* ‘Het bevorderen van en het doen toezien op de naleving van externe
en interne reﬁe/s die relevant zijn voor de integriteit van de

organisatie. Regels en normen die de organisatie zelf stelt, horen
daar uitdrukkelijk bij.’

De laatste jaren verschuift compliance steeds meer van ‘toezien op
naleving van regels’ naar ‘bevorderen van integriteit’. Voor
sommige organisaties is de volgende definitie van compliance
daarom meer passend:

» ‘Compliance is het versterken van de integriteit van de organisatie,
haar bestuur, haar medewerkers, de markt en haar data”.

(compliance-instituut)



BERGMAN

Wet & Regelgeving

The Self-Determination Continuum

Nonself-Determined Self-Determined
Motivation Amaotivation Extrinsic Motivation Intrinsic Motivation
Regulatory _ External Introjected Identified Integrated
Styles HNonshegulion Regulation Regulation Regulation Regulation LntinsicRemutation
What Is the
source of the Impersonal Somewhat Internal Internal
maotivation?

NEN 7510
Ll onvating, | L g ooy INFORMATIEBEVEILIGING
mativation: s P T b IN DE ZORG

{Basad an Ryan, .M. & Deci, E.L. {2000). Salf-Datermination Theory and the Facilitation of Intrinsic Motivation, Social Development, and Well-Baing.
American Psychologist. 55(1), 68-78.}

Privacy/informatiebeveiliging |

Algemene verordening gegevensbescherming (AVG] Wet 25-5-2018
|KNGM Handreiking inzageracht door nabestaande Richtlijn 26-11-2020

KNMG richtliin Omgaan met medische gegevens Richtlijn 22-9-2022 iy !
NEN 7513_2018 Medische informatica™ Norm 18-5-2018
INEN 7510_2017 Informatiebeveiliging in de zorg™ Norm 1-2-2020 -* *

NEN 7512_2015 Informatiebeveiliging in de zorg, vertrouwensbasis voor

gegevensuitwisseling™ Norm 1-1-2015

NTA7516 Medische informatica (veiligie communicatia)= Norm 1-5-2019 DIRECT IVE

|NHG Richtliin Informatie-uitwisseling tussen huisarts en medisch specialist Richtiijn 1122017 * *
Uitvoeringswet Algemene verordening gegevensbescherming (UAVG) wet 1-7-2021

|Wet aanvullende bepalingen verwerking persaor 15 in de zorg Wet 1-7-2020

Wet gebruik burgerservicenummer in de zorg wet 18-12-2021 * *

Wet Digitale overheid Wet 1-7-2023

Wetsvoorstel Elektronische gegevensuitwisseling in de Zorg Vioorstel 1-7-2023 4 ‘*

ePrivacy verordening Voorstel nvt

Zara Tnhandaliile
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In zomer 2022 en naar verwachting in najaar 2023 (cijfers van 13-11-2023)

Zomer 2022

@ Voldoet niet

Najaar 2023 (verwachting)

@ Voldoet aantoonbaar
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EXECUTIVE SUMMARY

. Threat landscape

Cyber risk

K
*

Cyber Attacks are Significantly Up
= Phishing attacks are up significantly

= New vulnerabilities with exploits in
the wild are being disclosed at a
faster rate

= Use of Z-Cert and ENISA threat
landscape

** .28

* *
enlSG Cybersecurity

European Netw

+ _and Information
K *  Security Agency

25% likelihood of a significant
breach via a supply chain attack

= Double down on visibility;
No security measure works 100%

= Revisit and update supply chain
security standards and contracts

BERGMAN

Readiness and resilience

% likelihood of ransomware
incident with expected loss $10M

EDR live and visibility growing

Awareness training next level
(KnowBe4)

Preparing IAM
tooling/implementation

Tabletop




Overview — Security strategy & action plan —annual roadmap

BERGMAN

Plan 2022 - 2024

Awareness

We raise role-base awareness on threats,
countermeasures and responsibilities

Integrate security in life cycle

Improve accross all subsidiaries

Our mission is to
keep Bergman
secure and
trusted by
customers,
partners and
society

Improve security by design

Visibility & Risk intelligence
We know our vulnerabilities, we see
what’s happening and anticipate on
what’s coming

Implement visibility for detection and response

Establish security monitoring for technical
status, compliance and regulatory reporting

Security capabilities
We implement best practise & capabilities

Unify and simplify secure acces
(now MFA, later IAM)

Devsecops way of working
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1. Inventory and Control T - =
of Enterprise Assets '

P O o
18. Penetration Testing 2. Inventory and Control A . proceses | _
of Software Assets i -
17. Incident Response 2. Dita Proteetion [ o " )

Management = =) | — i
16. Application Software 4. Secure Configuration of
Secuitity \ / Enterprise Assets and Software

15. Service Provider

5. Account Management
Management \‘@ o//
14. Security Awareness «-""/@ o\« 6. Access Control

and Skills Training Management

13. Network Monitoring /Q/ 0{\ 7. Continuous Vulnerability

and Defense Management

12. Network Infrastructure 8. Audit Log Management
Management

11. Data 9. Email and Web
Recovery  10. Malware Browser Protections
Defenses
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PROGRESS IN CYBERSECURITY

Initiatives

BERGMAN

Identify

Implement continuous cybersecurity
posture visibility. Build risk owner’s
matrix and update quarterly.

Implement strong identity with
adaptive authentication. Improve

security hygiene and patching posture.

Update email security.

Incorporate threat feeds in SOC
workflows.

Respond

Improve incidence response with
automated playbooks

Recover

Review & update business continuity
plan every quarter




Policy defined Maturity m%'s‘cm

No policy CISC08, - 4~7 T asco
Informal policy % 49/

Partial written policy /]

) ) CISCO7 [/ —4a 4 CISCO03
Written policy \ /
Approved written policy __ _ 4
Not Applicable mscoé‘/ﬁ o ;; re “_l..\--‘-"';]scm

e e

=B—Ypur Assessment

Policy implemented

Not implemented

® Industry Average (Organizations used for
average: 428)

Parts of policy implemented

Implemented on some
systems

Implemented on most systems
Implemented on all systems

Not Applicable

BERGMAN

Not reported

Parts of poilicy reported
Reported on some systems
Reported on most systems
Reported on all systems

Not applicable

Not automated

Parts of policy automated
Automated on some systems
Automated on most systems
Automated on all systems

Not applicable
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Rapportage Security

o5 [comrol | Risk__

1  Inventory and control of
assets

prev/ider

>
2  Inventory and control of

software

Data protection

4  Secure configuration of
enterprise assets/ software

5 Accountmanagement

6 Acces control management COMPUTER EMERGENCY
RESPONSE TEAM
VOOR DE ZORG
@ High
~ Medium

. Low 16



BERGMAN
Rapportage Security

S S [ S

Continuous vulnerability
management

8 Audit Log management

9 Email and web browser
protections

10 Mallware defense

Hi- VEEAM

COMPUTER EMERGENCY
RESPONSE TEAM
VOOR DE ZORG
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Rapportage Security

a5 lcomol |Rest

12
13
14
15
16
17
18

Network infrastructure management
Network monitoring and defense
Security awareness and skills training
Service Provider management
Application software security
Incident response management

Penetration testing

Samenwerking met leveranciers

BERGMAN

prev/ider

Human error. Conquered.
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