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Software Powers Organizations…

https://www.capgemini.com/insights/research-library/softwarization-research/
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https://www.csoonline.com/articl

e/570743/6-most-common-

types-of-software-supply-chain-

attacks-explained.html

Software Vulnerabilities

Software Supply 

Chain Vulnerabilities 
& Attacks

Reputation Risks, PSIRT issues, PII breaches etc….

What can go wrong in Software world??

https://www.csoonline.com/article/570743/6-most-common-types-of-software-supply-chain-attacks-explained.html
https://www.csoonline.com/article/570743/6-most-common-types-of-software-supply-chain-attacks-explained.html
https://www.csoonline.com/article/570743/6-most-common-types-of-software-supply-chain-attacks-explained.html
https://www.csoonline.com/article/570743/6-most-common-types-of-software-supply-chain-attacks-explained.html
https://www.zdnet.com/article/codecov-breach-impacted-hundreds-of-customer-networks/
https://www.securityweek.com/five-eyes-nations-issue-joint-guidance-log4j-vulnerabilities/
https://about.codecov.io/security-update/
https://www.theregister.com/2021/04/26/hashicorp_reveals_exposure_of_private/
https://discuss.hashicorp.com/t/hcsec-2021-12-codecov-security-event-and-hashicorp-gpg-key-exposure/23512
https://www.theregister.com/2021/05/05/twilio_codecov_attack/
https://www.twilio.com/blog/response-to-the-codecov-vulnerability
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Where to invest for maximum impact

Best way to reduce the cost of a breach?

IBM Cost of a Data Breach  Report 2023
IBM Cost of a Data Breach  Report 2023

DevSecOps

TOP

Breach Cost 

Mitigator !

https://www.ibm.com/reports/data-breach
https://www.ibm.com/reports/data-breach
https://www.ibm.com/reports/data-breach
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Redefining Application Security

© Fortinet Inc. All Rights Reserved. 5

Code Security 

 

Quick release cycle

Breach Attack 
Simulation

 

IPS 

Web Application 
fIrewall

Sandbox 

SAST / DAST Scans

 
AutoScale

Firewall

DDoS

Antimalware

User Testing

User testing

 

3rd party software 
licensing

 

Continuous 
Development 

 

Supply Chain Risks

Secret/Password Scanner

 

InfrastructureApplication/ Code Security

”Shift LEFT” mentality
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Agile DevOps practice with shorter release cycles, continuous, fast, automated process

Driving modern software development practices

Dev Ops

OperationsDevelopment

= Deploy, Run

= Production

= Write

= Build

Speed >>

CI CD

70% of DevOps 

teams release code 

continuously, once a 

day, or every few 

days
The Gitlab 2022 Global DevSecOps Survey

Continuous 
Deployment

Continuous
Integration >><<  CI / CD  >><<

https://about.gitlab.com/developer-survey/
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Modern software development lifecycle (SDLC)

How are software applications built?

Re-use vs build 

Github

RunUse 3rd party & 

open source 
packages

Dev Ops

Use microservices 
and container 
images

Supply 
Chain

Test live application

Write application 
source codeWrite Infrastructure 

as Code (IaC) files

• Test running 
application

Run

Multiple Risk Points with Supply Chain, Code Security, 

malware, malicous packages

https://www.npmjs.com/
https://docs.fortinet.com/document/fortidevsec/23.4.0/user-guide/297953/jira
https://docs.fortinet.com/document/fortidevsec/23.4.0/user-guide/297953/jira
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FortiGuard Research in Supply Chain Risk

https://www.fortinet.com/blog/threat-research/malicious-pypi-packages-deploy-coinminer-on-linux-devices
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DevOps engineers

▪ Build/Compile software

▪ Control deployment /pipeline 

management

▪ UAT/production release

▪ Automates security 

in CI/CD
Application Owners

▪ Agile & Secure Development

▪ Less PSIRT issues

Developers

▪ Balance of bug fixes and 

new features

▪ Different level of expertise 

re secure coding practices

Lack of Application Security Expertise

Who is concerned about Application/Code Security?

CISO

• Application Security / 

Publicity / Brand 

awareness



Shift-left from Web App Security 
to Code Security
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DevSecOps 

Security

DevSecOps Security
Continuous Integration and Continuous Deployment (CI/CD)

Continuous Integration

Continuous Deployment 
(CI/CD)

Code
B

u
il
d

Test

O
p
e
ra

te
Deploy

Monitor

Dev
CI

Ops
CD

Source Code 

Scanning 

(SAST)

Dynamic App 

Scans 

(DAST)

Integration 

Into Build 

Tools

Secrets 

Scanners

Software 

Composition 

Analysis

Infrastructure 

as Code 

Scanning
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Software Deployment Life Cycle
SDLC – Simple High Level View of Software Cycle

Software

Development

Dev 1

Check-in
-Build

-Test

-Result

Success

Release!

Dev 2

Check-in
CI/CD Tools

Dev 3

Check-in

Dev 4

Check-in

-Build

-Test

-Result

Failed

Release!

CI/CD Tools

Customers

Requirements

Customers

Requirements

PSIRT issue
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SECURE - SDLC
Building Security Into Software Development Cycle

Software

Development

Dev 1

Check-in
-Build

-Test

- Deploy

Success

Release!

Dev 2

Check-in
CI/CD Tools

Dev 3

Check-in

Dev 4

Check-in

-Build

-Test

- Deploy

Failed

Release!

CI/CD Tools

FortiDevSec

CI/CD Trigger Scans

Code 

Repository

FortiDevSec

Manual Scans

Code 

Repository

Fix
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FortiDevSec Cloud

L A TE S T  S C A N N E R  I M A G E

FortiDevSec Container (thin docker)

Customer’s CI/CD

(e.g. Jenkins)

FortiDevSec Cloud Architecture

Cloud SaaS
J
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S C A N  D A T A  H I S TO R Y

FortiDevSec Web Portal Cloud

S H O W S  A G G R E G A T E D  S C A N  R E S U LT S

Scanners on 

demand

Scan Results

Customer Premise

FortiCloud

Public Cloud



FortiDevSec
Types of Scans Available
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FortiDevSec - Types of Scans Available 
See issues aggregated across multiple types of scanning

Secrets

Secrets – 

scans for open password text

Infrastructure 
as Code

Infrastructure as Script 

security scanning – 

scanning IaC scripts like terraform, etc.

Containers

Scanning Containers 

that are built in the pipeline

SAST

Static / source code 

scanning (SAST) – 

issues in application source code

DAST

Dynamic scanning (DAST) – 

simulates exploits using application’s 

front end url, using FortiDAST 

product add-on

SCA/OSS 

SCA/OSS scanning – 

issues in third party and open source 

libraries e.g. log4j

Supports Shell, Java, Ruby on Rails, Python, Golang, PHP, 
JavaScript/NodeJS, C, C++ and C# .Net.

Supports Terraform, Cloud Formation, Docker and Kubernetes

Identify Outbreak and Supply Chain Attacks



17© Fortinet Inc. All Rights Reserved.

FortiDevSec Secrets Scanner

Purpose 
To identify hardcoded passwords, PII information in part 

of source code, code build history. (committed lines of 

code)

Sample Result

Cleartext secrets discovered in code

Figure – FortiDevSec Secrets Scan result

Generic 

Secret 

discovered!

File name, line 

#

Hash to show 

build history 

(which user 

builds)

Present in ”file 

(python script) 

& Git (build) 

history

File performancetool_prod.py line 23
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FortiDevSec SCA Scanner  
Software Composition Analysis 

Purpose 
Scans for vulnerabilities in the open-source 

libraries/components used by the application. The 
programming languages supported by the SCA 
scanner are Java, Javascript, Ruby, Python, Golang, 

C# .Net and PHP.

Sample Result
Identifies all 3rd party libraries, one of vulnerable 

Apache version

Could be Intellectual Property violation that can lead 

into legal lawsuits!

FortiDevSec shows SBOM (software bills of material used)

Software BOM 
reference

License 
Information / is 
SW vulnerable
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FortiDevSec SAST Scan for Java Example
Static Application Security Testing

Purpose 
To identify vulnerabilities in code, also 

known as “white-box” testing, usually 
done before code is compiled. 

Support multiple languages.

Figure – FortiDevSec SAST Scan result

Similar 

occurrences in 

other files

The issue- 

injection 

vulnerability

OWASP 

category - 

Injection

Display Code 

‘snippet” 

File BenchmarkTestxxx.java line 99
Java scan

Other Languages Supported: Shell, Java, Ruby on Rails, Python, Golang, PHP, JavaScript/NodeJS, C, C++ and C# .Net.
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FortiDevSec Container Scanner

Purpose 
Scans containers detected from source and scans 

image(s) for vulnerability findings

Sample Result
Identified container code that is vulnerable to DoS and 

crafted code execution

Figure – FortiDevSec Container Scan result

CVE number 

Associated, 

SANS ranking

Issue – DoS / 

crafted code 

execution

Recommendation 

to User (upgrade 

in this case)

FortiDevSec shows vulnerable container images 

including risk rating
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FortiDevSec IaC Scanner – Terraform example
Infrastructure as Code

Purpose 
Scans your IaC configuration files from Terraform, Cloud 

Formation, Docker and Kubernetes to detect 

configuration issues.

Sample Result
Identified multiple configuration issues with Terraform 

configuration file

Figure – FortiDevSec IaC (terraform) Scan result

Shows severity 

and config file 

names

Access logging 

not enabled – 

Best practice!

Buckets does not 

have encryption 

enabled

Other IaC support: Terraform, Cloud 

Formation, Docker and Kubernetes
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FortiDevSec DAST Scan Coverage
Comprehensive coverage using FortiDAST (5 app licenses included, stackable)

Comprehensive Results (GUI & Report)Broad Scan Coverage

Injection (code, LDAP, XSS, SQL etc)

Broken Access Control (Path Traversal)

Vulnerable/Outdated Components 

Security Misconfiguration

Software & Data Integrity Failures

Identification and Authentication Bypass

Cryptographic Failures (SSL, weak 

ciphers etc)
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FortiDevSec DAST Scanner - Example  
Dynamic Application Security Test - uses FortiDAST (license included)

Purpose 
Scans a deployed application hosted local/cloud at 

runtime to detect vulnerabilities. Usually done on staging 

but can be performed in production. Quick and Full scan 

Available. 

Sample Result
Identified real time vulnerabilities for hosted application 

on IP http://10.36.234.2/URI

Figure – FortiDevSec DAST Scan result

Issue Described 

– remote code 

execution

URI of application

Remediation 

recommendation

OWASP top10 

category

FortiDevSec shows DAST vulnerabilities with OWASP and SANs categories

https://docs.fortinet.com/document/fortidast/latest/user-guide/206332/coverage


How It Works

FortiDAST

Scanner

Target Web 

Application

HTTP Request

HTTP Response

FortiDAST (Cloud-based)

URLs and URL 
metadata

Scan 
result

Crawler 
Configuration

URLs and 
URL 

metadata

Fuzzers

Crawler

Scan Configuration 

Scan Results

Scheduling



FortiDevSec
Integrations
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Continuous Integration/Continuous Delivery (CI/CD)

CI/CD Tools Supported by FortiDevSec

Steps:

1. Developer Copy code segment into CI/CD 

configurations

2. CI/CD tools download DevSec docker container

3. Container  scans for languages used and 

download scanners required

4. Only result (and small code snippets) is uploaded 

to DevSec Cloud 

Figure – Jenkins Example

**important** No source code files or libraries will 

leave customer site!
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FortiDevSec Jira Integration 
Auto synchronize findings to your own Bug Tracker

Purpose 
Allows your teams to re-use their existing 

workflow to mitigate security issues found 

by FortiDevSec

Support
Both on-prem as cloud-based version of 

Jira is supported

Figure – Setup Wizard including Jira Onprem/Cloud 

configuration

Figure – auto create issues in Jira to follow up
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Jira Integration – Two Way Synchronization

• New issues found are added 
automatically

• Issues found fixed during 
scan will be removed 
automatically

• Issues fixed by dev team are 
synced back to FortiDevSec

Two Way -Synchronization

Status Sync 

between 

DevSec and Jira
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FortiWeb
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Challenges of Web/API Security
Cyber threats take advantage of the disruption

Endless stream of zero day attacks 

and application logic attacks that do 

not have signature protection

Sophisticated 

Threats

Too many informational, 

contextless and false 

positive alerts

Alert

Fatigue

Organizations have limited knowledge 

of their public APIs even though API 

traffic dominates

Shadow and 

Unknown API
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Critical Use Cases
Web Application Protection

Protect from OWASP top 10 and 

other known threats as well as 

unknown threats.

Web Application 
Security

OWASP Top 10 
Protection With Low FP

Protect Internet 
Facing APIs

Protect the APIs that enable B2B 

communication and support your 

mobile applications.

Discover
and Protect APIs

End Alert 
Fatigue

Speed up alert investigation and 

enable SOC analysts to quickly 

focus on the threats that matter.

Provide a SOC Analyst 
Workflow

Bot 
Defense

Block the full range of malicious 

bot activity (content scraping, 

denial of service, data 

harvesting, transaction fraud).

Seamlessly Identify and 
Block Automated Attacks
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Minimize False Positives

Sophisticated techniques to 

reduce false positives

Maximum Deployment Flexibility 

SaaS-based, Appliance or VM

Threat Analytics addresses alert fatigue 

and speeds up alert security investigation

Machine Learning Powered 

Web Application & API Security

Introducing FortiWeb

OWASP Top 10 • Injection Attacks • 

Excessive Data Exposure • 

Security Misconfig

API Protection
Account Takeover • Scraping

Vulnerability Scanning • 

Known bots • Crawlers

BOT Mitigation

Web Protection
OWASP Top 10 • Known Threats • 

Zero day • Unknown Threats • 

Sophisticated Attacks
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FortiWeb
M A C H I N E  L E A R N I N G

34© Fortinet Inc. All Rights Reserved.

Web Protection
Zero day attack protection using two layer 

solution (HMM and SVM), Anomaly 
verification, continuous learning

Bot Mitigation
Behavioral learning using ML SVM based 

on 13 different traffic dimensions, 
automated verification using 

training samples

API Discovery 

and Protection

API Discovery using URL 

clustering with schema awareness, 
automatic schema generation, 

schema enforcement

Threat 

Analytics

Analyze million of events using ML 

to identify common characteristics 
and patterns and group them into 

meaningful security incidents



Why Machine Learning?
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Machine Learning for Web Application Protection
Reduce friction when deploying web applications

Why Machine Learning for Web Application Protection Matters for Customers 

Continuous integration and 

continuous deployment (CI/CD)

Code
B

u
il
d

Test

O
p
e
ra

te
Deploy

Monitor

Dev
CI

Ops
CD
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Old Fashioned WAFs add friction

Developer 

Pushes Code

Legacy WAF Blocks 

Legitimate Requests

WAF Administrator

tunes the WAF

User enjoys 

the benefits of the 
new code

Developer 

troubleshoots 

the problem
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Machine Learning for Web Application Protection

Developer 

Pushes Code

User enjoys 

the benefits of the 
new code
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FortiWeb Employs 2 Layers of Machine Learning

ANOMALY 

DETECTION

Application 

Traffic

✘ ✘ ✘

Statistical probability 

analysis based on 

observed application 

traffic over time

= Normal Request

= Benign Anomaly

= Threat

Anomalies

Allowed Normal Request Traffic

THREAT 

DETECTION

Pattern analysis 

matching based on 

FortiGuard trained and 

curated threat models

Threats

BLOCKED

Normal and Benign Traffic

Reduce friction when deploying web applications!
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GOAL:
▪ Build a profile of allowed behavior that 

represents the application‘s true state

▪ Trigger anomalies when requests 
violate probability

▪ Automatically and immediately update 
profile when application state changes

FortiWeb ML
▪ Builds mathematical models with just 400 

samples (Uses Hidden Markov Model 

(HMM) algorithm

▪ Continuously builds new mathematical 

models as more samples are collected

▪ Addresses incomplete profiles

▪ Addresses application changes

Web Protection - Anomaly Detection Layer I

▪ Gather samples

▪ Minimum 400

▪ Continuously collect 
additional samples

Collect Build

▪ Build mathematical 

models

▪ Establish parameters

▪ Set variances

▪ Continuously evaluate 
enhanced models

Run

▪ Enforce Action, 

trigger anomaly
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SVM PROCESS

1. Sample Collection

2. Sample Analysis

3. Sample Extraction

4. Sample Vectorization

5. Model Training

6. Model Testing

7. Attack Detection

F
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FortiWeb Real-time SVM Processing

Web Protection - Anomaly Detection Layer II

▪ 2nd layer Machine Learning using Support Vector 

Machine (SVM) algorithm

▪ FortiWeb uses threat models trained using 

thousands of attack samples to identify 

new attacks 

▪ Every anomaly is tested against the threat models

▪ Unlike traditional signatures (regex), SVM learns 

attack model elements so can cover variations 

of attack

▪ FortiGuard continuously pushes to FortiWeb 

updated threat models

▪ “Heavy lifting” done by FortiGuard

▪ Minimal performance impact to FortiWeb
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APIs are developed and managed differently 

than standard web applications

▪ Shadow APIs – developed as part of the app 
implementation, not known publicly

▪ Microservices introduce many internal APIs

▪ API lifecycle – API evolution/deprecation/temporality

▪ You can’t secure what you don’t know. 
API visibility is key

API Discovery 

▪ Identify all API endpoints

▪ Identify which APIs include PII

API Protection 

▪ Restores the API specification from user behavior

▪ FortiWeb uses machine learning based URL clustering 

with schema awareness algorithms

▪ Clustering is grouping data points based on similarities 

and patterns

API Discovery and Protection

API Life Cycle

Microservice APIs

Shadow APIs

O
rg

a
n
iz

a
ti
o

n
 

A
P

Is
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Bot Mitigation

▪ 30%-50% of internet traffic is automated traffic. Some 

industries hit harder (travel, e-commerce, real estate)

▪ Bad bots involved in scraping, fraud, competitive data 
mining, personal and financial data harvesting, ticketing, 

account take over, carding, spam and more

▪ Bot sophistication varies from dumb, easy to identify 

(25%) to sophisticated, human like bots (20%)

FortiWeb ML 

▪ Uses one class SVM algorithm

▪ Validates each sample using JS

▪ Builds models across 13 traffic dimensions

▪ Verifies models with additional test samples 
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Protection Across all Layers

C
O

R
R

E
L

A
T

IO
N

IP REPUTATION
BOTNETS, MALICIOUS HOSTS, 

ANONYMOUS PROXIES, DDOS SOURCES

DDOS PROTECTION
APPLICATION LEVEL

DDOS ATTACKS

PROTOCOL VALIDATION
IMPROPER
HTTP RFC

ATTACK SIGNATURES
KNOWN APPLICATION

ATTACK TYPES

ANTIVIRUS/DLP
VIRUSES, MALWARE, 

LOSS OF DATA

ANOMALY DETECTION
ZERO DAY 

ATTACKS WITH MACHINE LEARNING

BOT MANAGEMENT
SCANNERS, CRAWLERS,

SCRAPERS, CREDENTIAL STUFFING

FABRIC INTEGRATION
FORTIGATE AND FORTISANDBOX

ATP DETECTION

U
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r 
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S
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g

API PROTECTION
API GATEWAY, SCEHMA VALIDATION, 

JSON/XML LIMITS, XML ENTITIES

ATTACKS/THREATS

APPLICATION
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FortiWeb

FortiGate

Protected

Web Applications

FortiWeb Cloud

Threat Analytics 

FortiClient /

FortiClient EMS

FortiSandbox /

FortiSandbox Cloud

A FortiWeb can be configured 

to join a Security Fabric through 

the root or downstream FortiGate. 3rd Party Scanners

File Scanning

File Scanning

Quarantined 

IPs

HTTP 

Traffic

Unified Threat Analytics

dashboard

ZTNA

Client Verification

Web Vulnerabilities / 

custom rules

DAST 

results/config

Security Fabric Integrations

FortiDASTFortiDevSec



Threat Analytics



AI Powered

Simplifies Threat Detection and Response

Threat Analytics

Speeds up Any security 
alerts investigation

Insights provide 
suggestions to harden 

security based on findings

Ingests events from 
across your entire hybrid 

cloud environments

Helps analysts 
focus on the most 
important threats - 

alleviates alert fatigue 

SOC
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How it Works

FortiWeb Threat Analytics uses machine learning 

algorithms to identify attack patterns and aggregate 

them into security incidents across customer entire 

application assets.

▪ Aggregate attacks into sequences

▪ Same source and destination

▪ No match for 60 min

▪ Create fingerprints for attack sequences

▪ Use ML to identify patterns in fingerprints

▪ Aggregate sequences into incidents

▪ Evaluate incident risk. Severity is impacted by –

▪ Severity of every attack in incident

▪ Number of attacks in incident

▪ Variety of attack types

Attack Source
Source Country, HTTP 

Agent

Attack Type
Attack Category, Attack 

type, Signature

Attack 
Destination

URL Count, File Types, 
URL Diversity

Attack Pattern Analysis
Unsupervised Machine Learning

Incident Risk Evaluation

Attack Sequence Fingerprinting



Summing it all up
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▪ Protect Internet Facing APIs

▪ Bot Defense

▪ End Alert Fatigue

Web App Security from Dev to Prod

FortiWeb

FortiDevSec

FortiDASTBlack-Box 

Dynamic Application 

Security Testing

▪ Automated 

Vulnerability Scanning

▪ Advanced Crawler

▪ Fuzzer Expertise

▪ Detailed and Summary 

Reporting

DevOps-first 

Application Security 
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▪ Comprehensive 
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Management

▪ Noise reduction
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