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DATA PROCESSING AGREEMENT 
 

Addendum to the current service agreement between the entity which has entered an agreement with Ocast AB 

as a Customer using Ocast AB’s services (the “Controller”), and Ocast AB (the “Processor”), with Swedish 

company registration number 556910-7823, regarding the Processor’s processing of the Controller’s personal 

data. This agreement is henceforth referred to as the “Agreement”. 

-----------------------------

General 

The Controller and the Processor have entered into an agreement 
regarding the Processor’s provision of a web-based tool (the 
“Service Agreement”), under which the Processor may process 
personal data, which the Controller is responsible for as a 
controller of personal data (“Personal Data”), on the Controller’s 
behalf. The Processor undertakes to process Personal Data only 
in accordance with the Agreement, for the purpose(s) derived 
from the Service Agreement, the Processor’s instructions and 
applicable personal data legislation, as well as to stay informed 
and updated with regards thereto.  

Instructions from, and control by, the Controller 

The Processor and any person within its organization may only 
process Personal Data for the purpose(s) derived from the 
Service Agreement or in accordance with such instructions that 
otherwise are given by the Controller.  

For the purpose of giving instructions, the contact person/persons 
with the Controller shall be authorized to give such instructions 
(“Contact Person”). The Contact Person shall be able to appoint 
additional persons to give such instructions, and to remove such 
person’s authority to give instructions. The authority of the 
Contact Person to give instructions in the name of the Contact 
Person can only be removed by the order of the legal 
signatory/signatories of the Controller. 

If the Processor deems the instructions insufficient for the 
fulfilment of this Agreement, the Processor shall, without delay, 
inform the Controller thereof and fulfilment of the Service 
Agreement or this Agreement may be affected by the lack of 
instructions while the Processor awaits further instructions from 
the Controller. For the avoidance of doubt, the Controller 
expressly consents to Processor’s processing of Personal Data 
as required in order to provide Processor’s web-based services to 
the Controller, pursuant to the Service Agreement.  

The Controller shall have the right to, entirely at its own cost and 
upon at least thirty (30) days’ advance written notice to the 
Processor, verify that the Processor complies with this 
Agreement, through review of the Processor’s policies, 
procedures and documentation, solely as they relate to 
compliance with this Agreement. Such review (i) must be 
conducted during Processor’s regular business hours such as not 
to cause disruption to the Controller’s business; (ii) may only be 
conducted by a party approved by Processor who is subject to a 
confidentiality agreement with Processor; and (iii) must be 
performed in accordance with Processor’s security requirements. 
The Processor may not refuse review by chosen party unless 
reasonable basis exists.  The Processor shall be obligated to, 
without any charge (other than for costs incurred as a result of 
assisting the foregoing  

 

review), give such assistance as is reasonably necessary to 
perform such verification. If the Controller should find breaches or 
flaws of importance to the Controller, the Controller shall have the 
right to terminate this Agreement and the Service Agreement 
effective immediately. This right does not include on-site access 
to the Processor’s offices or facilities, unless absolutely 
necessary.   

New features affecting the Service Agreement 

If the Processor’s commitment in accordance with the Service 
Agreement changes due to addition of new features, which may 
lead to new categories of processing or processing of new 
personal data types, the Controller shall immediately be informed 
about such changes and have the right to oppose such changes, 
where feasible. In the event that opposition to such changes, in 
Processor’s opinion, prevents effective provision of Processor’s 
services, Processor may terminate the Service Agreement without 
penalty or liability. 

Prohibition against transfer to third country 

The Processor shall process Personal Data only within, and on 
devices physically located within, the EU/EEA or such third 
country or third party deemed to offer an adequate level of 
security by the European Commission.  

Requests from and contacts with authorities and data subjects 

In case a data subject, the Swedish Data Protection Authority 
(Datainspektionen, or other authority/authorities which 
supersedes Datainspektionen or otherwise assumes the relevant 
responsibilities) or any third party requests information regarding 
the processing of Personal Data from the Processor, the 
Processor shall refer the request to the Controller. The Processor 
shall not be entitled to disclose any Personal Data or information 
regarding the processing of Personal Data unless otherwise 
explicitly instructed by the Controller.  

The Processor shall, without delay, inform the Controller about 
any request or other contacts with the Swedish Data Protection 
Authority or any other data protection authority that affects the 
processing of Personal Data provided by the Controller to the 
Processor. The Processor has no right to represent or act on 
behalf of the Controller in relation to the data subject, the Swedish 
Data Protection Authority, any other authority or any third party. 

The Processor shall, at Controller’s sole cost, reasonably assist 
the Controller in presenting such information that has been 
requested by the Swedish Data Protection Authority, another 
authority or the data subject. 

 

Security 

The Processor shall take appropriate technical and organizational 
measures to protect the Personal Data in accordance with article 
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32 GDPR from unauthorized access, destruction, loss or 
alteration. The measures shall be appropriate with respect to (a) 
available technology, (b) costs, (c) specific risks associated with 
the processing, and (d) the sensitivity of the Personal Data. 

The Processor shall for this purpose comply with the Swedish 
Data Protection Authority’s instructions, in particular the general 
advice on Security of Personal Data (Sw. Datainspektionens 
allmänna råd om säkerhet för personuppgifter). 

The Processor shall take appropriate technical and practical 
measures to enable investigations of possible and suspected 
security breaches regarding Personal Data, such as unauthorized 
access, destruction, loss or alteration. 

The Processor warrants that all who have access to Personal 
Data are bound by confidentiality. For the avoidance of any doubt, 
such confidentiality shall apply also in contacts with authorities 
and data subjects. 

The Processor shall notify the Controller without undue delay after 
becoming aware of a personal data breach. Personal data breach 
means a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access 
to, personal data transmitted, stored or otherwise processed. 

Sub-processors 

The Processor shall have the right to use subcontractors for the 
processing of Personal Data (“Sub-processors”), provided that the 
Sub-processors are bound by way of contract to at least the same 
commitments and obligations toward the Controller as the 
Processor, in accordance with this Agreement. Subject to the 
limitations of liability contained in the Service Agreement, the 
Processor is fully liable toward the Controller for the Sub-
processors’ actions and any failure by the Sub-processor to 
adhere to its data protection obligations when processing 
Personal Data received by the Processor from the Controller.  

Before hiring a Sub-processor, the Processor shall inform the 
Controller of such plans and which Sub-processor is considered. 
The Controller shall have the right to, if a reasonable basis exists, 
deny the use of a specific Sub-processor with regards to Personal 
Data it supplies to the Processor. In the event that opposition to 
such Sub-processor, in Processor’s opinion, prevents effective 
provision of Processor’s services, Processor may terminate the 
Service Agreement without penalty or liability.  

Erasure and returning of personal data 

The Processor and any of its Sub-processors shall, following the 
Controller’s decision on erasure of Personal Data, either 
completely erase such Personal Data from any medium where it 

is stored, in a way that the Personal Data cannot be restored, or 
ensure that it is anonymized in such way that it is not possible to 
connect to an individual or possible to recreate. The erasure or 
anonymization shall be completed within twenty (20) days 
following the Controller’s notice to Processor stating its request for 
erasure of Personal Data. 

Term and termination 

This Agreement shall remain in force during the time the 
Processor is processing Personal Data for the Controller. The 
Controller and Processor agree that the Processor and any Sub-
processors shall, following the termination of processing and this 
Agreement, either return all transferred Personal Data, including 
copies, to the Controller, or to erase them in accordance with the 
above paragraph. The Processor commits to attest in writing that 
such return and/or erasure or anonymization has been completed. 

Liability 

Subject to the limitations of liability contained in the Service 
Agreement, the Processor shall be liable for any damages caused 
to the Controller following the Processor’s processing of Personal 
Data in violation with the Controller’s instructions, this Agreement 
or the Service Agreement. The Processor shall not be liable for 
the Controllers legal expenses or costs related to conciliation 
agreements between the Controller and a third party. The liability 
is limited to claims affirmed by a relevant authority (Sw. 
Datainspektionen) or a court of law. 

The General Data Protection Regulation 

With regard to the General Data Protection Regulation (the 
“GDPR”) being a new legislation, the parties to this Agreement 
agree that they will make any necessary changes and 
amendments to this Agreement in order for it to be continously 
compliant with the GDPR with regards to subsequent 
interpretations, national legislation, other regulations and advice 
from authorities. 

Dispute and applicable law  

Any dispute, controversy or claim arising out of or in connection 
with this Agreement, or the breach, termination or invalidity 
thereof, shall be settled by the public courts of Sweden, whereas 
Stockholm District Court shall be the first instance. The laws of 
Sweden shall govern this Agreement and any dispute regarding 
this Agreement 

Signing 

This Agreement has been signed electronically. 
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Appendix 1  

 

Subject-matter of the processing 

When the Controller is using the Ocast-platform (the “Service”) in 
its business, it will publish data about persons within the 
Controllers’ control, such as providing login-details for its users 
and publishing information. 

The Service is a marketing platform for sale of ad-space. 

 

Categories of data subjects: 

Employees with the Controller, using the Service (users) 

Contact persons of the Controller in matters relating to 
advertisement as presented on the Controller’s profile in the 
Service. Such contact persons may be employees or consultants. 

 

Nature and purposes of the processing: 

Ocast needs to use login-data to enable the Customer to assign 
users of the Service. 

The Controller will publish information in the Service relating to the 
Controller’s business. Such information will include names and 
other information about whom to contact if one wishes to discuss 
the sale of ad-space. 

 
  

Type of Personal Data: 

Ocast will need login-information. Such information does not need 
to be personal data, but may be provided anonymously. (E.g. 
using a specific e-mail address for this purpose, e.g. 
ocastlogin@controller.com). 

The controller may publically publish the following personal data 
regarding whom to contact: 

- Name 
- Phone number 
- E-mail 
- Picture address 

In some cases, the following information may be considered 
personal data: 

- Location of the Controller 
- Website URL of the Controller 
- Brand name of the Controller 

 

 


