
Annex I : explanation & references on mathematical tools

Annex I : Further explanations and references on mathematical tools
Statistical methods and tools used to define the resilience metrics were briefly outlined in section 2.4. This annex provides a more deeper insight on the methods used, providing a formal background and further
references. Since this text could only be of high technical nature, the reader should be assumed to be familiar with common statistical concepts and methods (e.g. linear regression, maximum likely-hood
estimators, correlation coefficients, and parametric statistics in general). Credits to the tools described in this appendix correspond to their original authors. Mathematical details are given in order to allow the
reader to be familiar and understand the techniques. Although direct implementation of the methods could be possible with the information provided within this appendix, it is worth mentioning that many current
statistical packages implement those methods in a more reliable and optimized way.

 

Extreme Value Analysis (EVA)

The Extreme Value Analysis estimates the probability of any simple sample of a random sequence to reach certain values. If the probability of a single sample being larger than a certain threshold is sufficient
small, then any single sample over the threshold could be considered as an artifact and consequently removed from the complete sample. This produces a more cleaner sample and helps further processing.

Let  be a (finite) sequence of independent identically distributed random variables of size . Assuming  for some distribution function , the maximum

of the sequence,  , is also a random variable with cumulative distribution function . For a given realization 

 of , the previous equation allows to determine the probability of having a sample of size  with maximum  that is 

Unfortunately, the distribution function  is usually unknown. Alternatively one can use the "Fisher-Tippet–Gnedenko Theorem" for asymptotic statistics, which reads as follows:

If there exists a sequence of pairs of real numbers  and  such that  is not a degenerate random variable (i.e. does not take just a single value) then it is possible to

find a (possibly new) sequence of pairs of real numbers  and  such that   for some real value of .  The sequence of real

pairs  and  is usually called normalized sequence, and of course one could normalize  instead.

When normalized, the family   forms the class of Extreme Value Distributions (EVD), and they are classified according to the values of  in the

following way: when   the distribution is called Gumbel (type I or exponentially tailed), if  then it is called Fr èchet (type II or heavily tailed), finally if  it is called Weibull (type III or finitely
(bounded) tailed).



In conclusion, excluding the degenerate cases, the previous theorem reduces the problem of finding the distribution of the maximum to a problem of parametric statistics. Moreover, the normalizing parameters

could be attained by fitting the average and variance by the formulas  and , leaving the only free parameter

being , which can be determined by a Univariate Maximum-Likelihood Estimation method.
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Outlier Detection from Data Subspaces (ODDS)

Similarly to the EVA analysis the Outlier Detection from Data Subspaces determines single samples from a sequence of random variables which are very unlikely. Instead of using extreme values an arbitrary set
of attributes is used and abnormal correlations are spotted.

Let   be a (finite) sequence of independent identically distributed random variables of size  and let  a set of attributes of those. That is, for each realisation 

of  there is a collection of attributes  which is a realisation of . The ODDS method search for notable discrepancies in the attributes, so that realisations  



of  for which the attributes deviate from the rest are called outliers. In order to measure the distance between attributes two measures can be defined:

 

The O-measure of an attribute  inside a subset   of attributes with respect to a realisation  of  is defined by

where   is the neighbourhood of  in   with respect to  (i.e. all attributes  in  of  excluding precisely ) and for a list of attributes  the

support, , is the number of elements in  sharing the attributes .

Similarly, the Q-measure of an attribute  inside a subset   of attributes with respect to a realisation  of  is defined by

where  are the attributes of  which are in .

 

Both measures can be used to determine outliers, the O-measure is more precise whilst the Q-measure requires less computational effort to be calculated.

 

Given a threshold value  a CA-outlier is a paired set  such that   for some subset of attributes . An optimal value for  can be calculated as the maximum rate of
change for the selected measure, that is:

where the pairs  are sorted in increasing order with respect to . Then 

 

Now detecting CA-outliers is just a matter of computing  and checking whether  for all possible combination of subsets of attributes. This approach, although correct, would be
impractical due to the fact that the number of subsets grows exponential with the number of elements in the original set. Instead of looking at all possible subsets of attributes, one can make use of Concept
Lattices. Concept lattices are an ordered structure which allows us to discard several subsets by pruning when it is clear that no CA-outliers will be found when the order grows.
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