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Bolstering Anti Money Laundering Programs with 
Intelligent Data Management and Analytics

Abstract

Amidst a rapidly tightening regulatory landscape, fighting financial crime and ensuring anti money laundering (AML) compliance have 
become prime focus areas for the financial industry. According to PwC's Global Economic Crime Survey 2016, global money laundering 

1transactions account for 2% to 5% of the global GDP. This translates to approximately USD 1-2 trillion per annum .

Regulators are introducing stricter guidelines worldwide with tight implementation timelines. Banks and financial institutions (FIs) are 
struggling with financial crimes compliance (FCC): ensuring timely AML transaction surveillance, sanctions screening, know your customer 
(KYC) remediation, and more. At the same time, the surge in the volumes of transactional and analytical data generated has given rise to 
complex diversity in the data.

It's clear that the financial industry needs concise, accurate, and on-time data availability across regions to devise efficient AML programs. 
This paper explores the role of data management and analytics in the areas of AML and FCC to create a single unified repository of all 
customer data. Access to accurate information will improve operational efficiency, saving time and costs without compromising quality.

An Evolving Financial Risk and Compliance Landscape

Digital disruption is creating a huge impact on the day-to-day operations of banks and FIs. The emergence of digital and mobile wallets such 
as Apple Pay and Google Wallet are revolutionizing the way people conduct transactions. Traditional brick-and-mortar bank branches are 
giving way to virtual banking, and digital money is now widely accepted around the world. The heightened ease, frequency, and speed of 
processing is enabling more transactions, across borders. Many countries are already working on facilitating money transfer in real time. 

While digitization is helping banking and financial institutions to introduce newer and better products faster, the risk and ease of money 
laundering is also proliferating exponentially. FIs therefore need to improve their transaction filtration and detection processes. 

Creating a Successful AML Program: Overcoming Data Challenges 

In addition to the huge amounts of data being generated, banks face other data management challenges such as: 

Ÿ Data silos: Large FIs find it challenging to integrate data from various in-house systems to enable transaction monitoring.  Due to disparate 
and siloed systems, customer data is often fragmented across various lines of business and multiple systems capture the same data 
element. Analysts have to comb through multiple systems for a single AML investigation, leading to increased investigation time.

Ÿ Multi-regional and multi-lingual data aspects: Lack of data standardization stems from geographically dispersed operations and the need 
for maintaining data differently in different regions and languages.

Ÿ Poor data quality: The quality of data available in each data element impacts the development of an effective AML solution. For instance, 
junk values need to be removed before encrypting data, to avoid duplicate data.

Ÿ Increased velocity: Digitization enables real-time financial transactions and data, creating bottlenecks as FIs strive to process transactions 
faster.

Ÿ Data variety: Most technology systems cannot effectively read and process unstructured data. The resulting need for human intervention 
causes delays in fraud investigations.

Ÿ Lack of real-time data management: Regulators expect real-time data management and AML monitoring, but most FIs do not have the 

 [1]  PWC, Global Economic Crime Survey 2016, Anti Money Laundering, accessed Nov 2016, 
http://www.pwc.com/gx/en/services/advisory/consulting/forensics/economic-crime-survey/anti-money-laundering.html
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capabilities to ensure this.

The Two Pillars Underpinning an Effective AML Program

A two-pronged approach that leverages 1) a data management program and 2) analytical tools to collate and mine data from multiple 
sources can help FIs establish an effective AML compliance program. Using new technological advancements such as Big Data, a data pool or 
lake can be created to absorb all types of data: structured, unstructured, raw, qualitative, and quantitative. Once the entire data is 
consolidated in one location, the next step is to extract meaningful information from it to enable trend analysis and forecast patterns.

Techniques such as machine learning (ML) and data modeling can help fine-tune the AML rules for transaction monitoring. They also aid in 
graphical representation of activity analysis, as well as in studying the correlation between patterns that helps identify potential issues.

#1 Creating a data lake to manage Big Data

An enterprise data warehouse (EDW) built using traditional relational database management system (RDBMS) databases works well in the 
case of smaller data sets.  While multiple EDWs can be built to handle large data volumes, such a design would be very difficult to maintain as 
each instance would require its own license, storage, and security. It would mean intensive resource and cost consumption as well. Data 
management platforms can play a significant role in addressing this problem by helping FIs create a data lake that serves as a single 
repository of all data sources within an organization. Big Data technologies like Hadoop are already helping retail giants, such as Walmart and 
Amazon, to unify customer data, improve service delivery, and increase sales turnover.

A data lake can help FIs create a single customer view by collating data from various sources which includes KYC information, transaction 
data, sanctions screening data, and multiple Lines of Business (LoBs). This data lake can replace the existing EDWs, and a smart engine or 
interface can be created to read data from the data lake and create a single customer view. Besides managing large data volumes, tools such 
as Hadoop are also designed to handle instances of data loss due to hardware failure or corruption by storing data copies across multiple 
servers. In the unforeseen event of hardware crashes, such tools can easily fetch data from other available servers, ensuring business 
continuity.

Data management tools are designed to receive and process large amounts of data at very high speeds. They work on the principle of parallel 
processing using MapReduce. For instance, Hadoop splits a large file into multiple smaller data blocks. It keeps track of these data blocks. 
When a data requirement arises, multiple queries are run in parallel on each of these data blocks and the results are combined to produce 
final outcomes, significantly reducing search time.

While EDWs work well only with structured data, Big Data tools are designed to handle a variety of data including unstructured formats. A 
thorough understanding of each data element is necessary before loading it into the EDW. Also, a lot of effort is required for writing scripts to 
transform existing data and load it into EDWs. Any new addition of a data element to the EDWs would require additional effort, further 
increasing the cost of ownership of EDWs. 

With Big Data, on the other hand, there is no need to know each data element before it is needed. This gives enterprises the flexibility of 
increasing the size of the data lake only when new data is received. Once the data is fully analyzed, it can be used to derive meaningful 
insights and address multilingual and multi-regional data requirements as well. The Big Data approach thus enables real-time data 
management and ensures optimal data quality through improved data validation requirements.

#2 Leveraging data analytics for actionable insights

Analytics is the neural system of data management platforms as it helps connect the dots to reveal transactional trends and patterns. 
Analytical trends help to fine-tune the rules to generate alerts and reduce false positives, thereby increasing operational efficiency.

Data analytics plays an important role in AML compliance. It determines the trends by tracking the flow of money and triggers alerts for a 
particular entity, geography, or transaction. Strings of codes and algorithms help the disintegrated or disseminated data to flow in the 
desired direction, saving time, minimizing manual work, and enhancing efficiency in analyzing the transactional flow.

While traditional sample-based behavioral testing methods have proved useful in identifying transaction patterns, today's heightened 
financial risk requires advanced monitoring systems combined with an analytical approach and refined results. Emerging technologies such 
as Artificial Intelligence (AI), machine learning, behavioral science, and stratified sampling are effective tools for compliance invigilators.

Two key analytics approaches support AML compliance:
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Ÿ Pre-emptive: This involves deploying AML control checks and balances. For instance, deploying a dynamic risk categorization module 
would involve considering various static and transactional parameters of the customer to better reflect the risk level, and thereby 
improving the efficiency of the AML compliance program. A simple AML program, on the other hand, would take into account only the 
parameters available at the time of on-boarding for customer risk categorization. Similarly, analytically supported detection scenarios are 
a better way to ensure AML compliance as compared with basic rule-based monitoring programs.

Ÿ Post-facto: Businesses can use analytical methods to support the compliance program from an operational perspective. For instance, risk 
categorization of alerts through analytical methods can enable improved focus on high-risk alerts and quick closure of low-risk ones. 
Effective management information system (MIS) dashboards can be set up for better monitoring. Analytics supports better understanding 
of a customer's connections with other clients and facilitates superior AML controls and decision-making on  compliance deviations. 

Building the Cornerstone of Risk Management and Compliance with Emerging Technologies

Machine learning helps implement the data management and analytics approaches discussed above by constructing algorithms to mine 
data from the data lake and make predictions. ML techniques facilitate behavioral analysis of customers, identify unique transactions, reduce 
false positives, and detect suspicious transaction behavior. ML also supports regression analysis to estimate the relationship between the 
alerts generated and the actual alerts used for suspicious activity report (SAR) filing.

Developing ML algorithms requires data scientists and business teams to collaborate in by identifying the right data models to be used, 
creating and testing them, and reviewing the results periodically. However, the significance of human intervention cannot be undermined. 
Augmenting ML with other technologies can help FIs develop holistic and effective AML models. For instance, structured query language 
(SQL) can help extract relevant data for modeling and present the trends and patterns as visual representations. Descriptive analytics enables 
customer segmentation and classification models, while voice and behavioral analytics can be used to validate customer interactions. 

The growing complexity of the money laundering landscape makes it imperative for FIs to leverage advanced technologies to supplement 
traditional wisdom in fighting financial crime. This is also how Australia's national financial intelligence agency, AUSTRAC, is leveraging ML to 
curb money laundering activities amounting to USD 4.5 billion annually. The technology has helped AUSTRAC compress millions of 

2transactions to only 750,000 cases that require further analysis by human investigators .

 [2]  Bureau Van Djik, Machine Learning Aids Fight Against Money Laundering (Aug 2016), accessed Nov 2016, http://www.bvdinfo.com/en-gb/blog/compliance-
and-due-diligence/machine-learning-aids-fight-against-money-launderi
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