Permissions and Permission Groups

Main Points
· How permissions work (Assigned once or many is same permission, must be assigned to user and workstation)
· Permission descriptors
· Assigning permissions to a group
· Assigning permission group to a user

	Section/Topic
	Storyboard
	Script

	Intro
	Intro animation
Title slide
	

	
	Desktop w/ permissions group open


Agenda callout


	
	Hello! Permissions allow staff and workstations to access and perform tasks within Polaris.

In this session, you will learn how permissions work in Polaris, including how to add a user to a Permissions Group. As well as how to create a Permission Group and add a group to a Staff Member.

	Permission Function
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· Types of permissions

· Access, create, modify, delete records

· Task permissions - Allow
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· Permission/Group --> Staff/Workstation


	The two kinds of permissions you will see most often are those associated with records and those for tasks.

There are four types of permissions for records: Access, Create, Modify, or Delete. Record permissions apply to staff, patrons, and item records. 

The most common type of task permission is: Allow. This type of Permission enables a user or group to perform the associated task.

For example, it is recommended that workstations, such as at the Circulation Desk, have all permissions by assigning them to the Administrator Permission Group; so any staff member can use them. Staff members would then be granted permissions allowed by their staff record, and only certain staff members would have additional manager permissions, 
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Click …
Select Edit
Hover by Group Name > Description
Highlight Members tab
Click Permissions

Click Back to Members > Add Mem.
Locate or search for staff name
Check box > Click Add
Highlight name in List > Click Save
	Permission Groups allow you to assign staff members and workstations involved in the same types of work in the library to a group and grant them all the permissions needed.	Comment by Gabrielle Gosselin: I'd update this to remove any mention of independent permission assignment to staff or workstations since that isn't possible in the new interface.

It’s recommended that if you need to add several users to a group, such as when you create a new group, to add them as members from the Permission Group. If you have an individual that needs to be added to a group, such as with a new employee, it’s best to add membership from their Staff Member record.

Permission Groups can be accessed by clicking the hamburger menu in the top bar, selecting Permission Groups, or clicking the Permission Groups button on the Home page.

To find a specific group, you can use the search box. All groups are listed by default, so you can scroll through the list if you are unsure of the exact group name. 	Comment by Gabrielle Gosselin: No need to use an asterisk any longer in the new interface. All groups are listed by default when you open the PG section of Polaris Admin

Polaris is installed with default permission groups set up by your Polaris Project Manager, which have many of the permissions needed to perform common library workflows. You can edit the permissions if needed and assign staff and workstations to which those permissions apply.

To make changes to a group, click the Action menu button. Here you can Edit, Copy, and Delete the rule. Select Edit to open and modify the group information. When the page opens, you’ll see the Group Name and Description, if one has been added. By default, the page opens with the Members tab selected and lists all the members currently in the group. Click the Permissions tab to see all the permissions granted to group members.

To add a staff member, click back to the Members tab and click Add Member. In the pop-up, either locate the staff member in the list or use the search box. Check the box next to their name to add them to the group; then click Add. The selected staff member has now been added to the Group Members list. Click Save to save your changes. Then click Close, to close the permission group when you’re done making changes.
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Select permissions

Click - Remove permissions
Click to Members tab > Click + Add Member >  members > Click Add

Click Save
	You need to create a new circulation desk group with a few more restrictions. You’ll start by clicking New Permission Group. On the page that opens, enter the Group Name and Description if you’d like. 

To add permissions that will be assigned, click the Permissions tab. Here, you could click + Add Permission to add new permissions individually. Or you can click Acquire Permissions to add the permissions from another group and then modify them. In this case, click Acquire Permissions and then search for and check Polaris Circulation Clerk. Click Acquire to add its permissions to your new group. 	Comment by Gabrielle Gosselin: This flow works. You could also copy an existing permission group, change the name, then remove the permissions you want to restrict

Now that the permissions have been added, you can modify them to fit your needs. This group will be more restrictive, so you’ll remove the permissions you don’t need. Select the permissions you want to remove and click – Remove Permission. 

Next, you’ll add staff members who need to be added to this group, as you did previously. Click the Members tab, then click + Add Member. Locate and check the member or members you want to add to this group; when you’re done, click Add.

To apply your new group and permissions, click Save. Your permissions have now been added, and staff members have been assigned to the Permission Group. Then click Close, to close the permission group when you’re done making changes.
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Click Staff Members
Highlight ID > Organization
Search for user 
Click Actions … button > Select Edit

Hover by staff info > Membership tab > List of Groups
Open Add to Group menu
Select Circ Clerk > Click Add to Group
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Click Save
	Lastly, you have a new staff member who needs to be given Permission to access specific areas of Polaris for their position. To do this, it is easiest to add them to groups from their record. 

Either from the Home page or by opening the hamburger menu, click Staff Members. Here you can see a list of all the staff members in your Polaris system, their ID, and which Organization or Branch they’re a part of. You can either locate the staff member in the list or use the Search box to find them. When you find their name, click the Actions menu and select Edit.

At the top is the Staff Member’s basic information. In the Membership tab below, you can see if they are a member of any other groups. Click the Add to Group drop-down, and select the group from the list. In this case, the user needs to be able to have permissions for ordering materials. Then click Add to Group.

Please note that you cannot add specific permissions to a staff member. All permissions are assigned through memberships to Permission Groups.

Click Save to apply your changes to the staff member. Then click close to close their profile.
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	You now know how permissions work in Polaris, including how to view and modify existing Permission Groups, create a new Permission Group, and add a staff member to a group from their account.

Thanks for watching!



