API Access Keys 

Hello, external systems can interact with Polaris through APIs. An Application Programming Interface, or API, is a way for different applications to communicate with each other. For example, self-checkout machines may use software that interacts with the Polaris library server, updating the database that stores which items have been returned and which items have been loaned. Or a mobile phone app could search the library catalog and request a hold on an item. You can use Polaris APIs to enhance the functionality and user experience of your library services. 
Of course, we only want Polaris to interact with trusted external systems or third-party applications. Third-party applications are only allowed to interact with Polaris after they have been authenticated with an Access ID and an Access Key, which are similar to a username and password. 
In this session, you will learn how to create an Access ID and Access Key that can be used by third-party applications to send information through an API to Polaris, and to receive information from Polaris in Polaris System Administrator. 
Please note that Polaris API license is required to generate an Access Key. If you do not have this, please contact your Account Manager.   
In polarisSA, click Polaris-API Key Management Here you can see all of the Access Keys that have been registered with your Polaris system and have permission to communicate with it.
To create a new Polaris-API registration, click + New Key. In the pop-up window, enter an Access ID, which is the name of the new API key. A hexadecimal string Access Key will be automatically created. 
Optionally, enter an Expiration Date. After this date, this Access ID will no longer be valid. Use this if you want to allow a developer access for a limited time.
Polaris has two categories for API endpoints, public and protected. Public endpoints are used for public-facing services, such as self-check machines or patron-facing applications. Protected endpoints are used for staff actions or for harvesting records. You can use the arrows next to Public and Protected to expand the list of API endpoints in each category. You can check Public or Protected to select all endpoints for the category. You can also select endpoints one at a time if you want more restricted access. 
When you’re done, click Create Key. The Access ID, Access Key, and Expiration Date will be added to the table of Current Access Keys. Note that the ID and Key must be used as they appear here, including letter case and hyphens. 
If you click the Actions button, you can click Edit to make changes to the Expiration date or permissions of a Key, or Delete to remove and disable it. 
It is recommended that you generate a new Access ID and Key for each project, so that if you need to disable one for any reason, it will not impact all of your projects.  
You now know how to create and manage Access IDs and Keys for Polaris APIs. 
Thanks for watching!
