CLOUD CONNECTORS



INTRODUCTION

The Cloud Connectors add-on works with Atlassian Confluence and JIRA applications.
It allows to easily work with a content of multiple accounts of Box, Dropbox, Google
Drive and OneDrive Personal. The way of displaying and working with the content is
almost in same way as with an internal storage of Atlassian Confluence and JIRA.

The add-on uses external server located at https://api.cloud-connectors.net, which
performs an OAuth handshake with the cloud storages. The server does not store any
data, only performs following actions:

e receives an authorization request from an Atlassian application

sends an authorization request to a particular cloud storage

does an OAuth handshake

e and redirects back to an Atlassian application with an OAuth information.

It is also possible to use own configuration for OAuth instead of built-in service which
uses external server. The own configuration requires:

e Application name
e Application key
e Application secret

A content displayed by the add-on from a cloud storages is never stored in an Atlassian
application. It is always streamed from the cloud. Only when it is needed, then a file
can be stored in an Atlassian application by selecting a file and it will be uploaded
without any other action required by a user.


https://api.cloud-connectors.net/

ADMINISTRATION GUIDE

Administration of the add-on is same for Confluence and JIRA except one setting for
Scheduled Back Up Confluence which is available only in Confluence.

INSTALLATION

The process of add-on installation is described by Atlassian and can be found at
https://confluence.atlassian.com/upm/installing-add-ons-273875715.html.

After successful installation a license key is required to insert in appropriate field to
enable all functionalities of this add-on.

CONFIGURATION

A configuration page consists of 3 sections (available in Confleunce, JIRA contains 2
sections):

e Accounts
e Permissions
e Scheduled Back Up Confluence (available only in Confluence)
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https://confluence.atlassian.com/upm/installing-add-ons-273875715.html

ACCOUNTS

In this section the accounts can be created and linked with appropriate cloud storages.
A table provides basic information about account to easily identify it:

e Type, represents cloud storage: Box, Dropbox, Google Drive, OneDrive
Personal

e Link, whether an account is linked with a cloud storage and has the OAuth
data

e Status, whether an account is enabled or disabled. Disabled accounts will
not be used to work with a content

e Health, whether an OAuth works correctly or not. If there is an error, an
appropriate account has to be re-linked.

Each account can have several ,profiles” which means it can be re-used several times
with different configurations or permissions.
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Image 2 Accounts page

Table rows can be uncollapsed which will show all profiles configured in an account.
Each account has a default account profile created automatically with the same name
as account and is assigned to the Default Permission Scheme.
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Image 3 Edit account page
More actions can be found on an account'’s page when editing it:

e Profiles, displays account profiles for an account

e Link, connects an account to acloud storage and performs OAuth
handshake

e Enable/Disable, enables or disables an account

e Delete, deletes an account with all profiles and OAuth data. If there is some
content inserted into a page which uses this account, it will stop
working.

Each account contains also advanced settings where a custom OAuth can be
configured. To enable custom OAuth configuration check the option enable custom
OAuth and fill in followed information:

e Application Name
e Application Key
e Application Secret

A redirect URL is located bellow the application information which must be used in
a cloud storage when configuring an application.
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Image 4 Account profiles page

Profiles page allows to manage configuration of accounts in way of ,profiles”.
Permission Scheme can be assigned to a profile to restrict rights for accessing/working
with a content from a cloud storage.



Custom Box Application

Visit the site https://app.box.com/developers/console and create a new application.

¢# box Developers

g8 My Apps

TRESTIK

83 General

&= Configuration
Jb Webhooks
Integrations

@ App Gallery

REFERENCE
&, SDKs

[F] API Docs
& Support

Configuration

Conhgure the authentication and permissions for your app to begin using the Box APls. Check out our Getting Started Guide for a walkthrough of

these settings

A developer token allows you to use the
Box APl to access your personal Box
account only. This token is valid for 60
minutes.

OAuth 2.0 Credentials

Credentials for using OAuth 2.0 as your
Authentication type.

OAuth 2.0 Redirect URI

The redirect URI is the URL within your
application that will receive OAuth 2.0
credentials

Generate Developer Token

Client ID

owdEx£93 fujgiusldETmsc2 qunixvanT

Client Secret

kikW150TMPosAIGURHEXESnL3AjRoghO

Reset

Redirect URI

COoR¥E

COPY

http:#localhost:8080/rest/decoy/cloud-connectors/1.0/oauth/redirect

Image 5 Box application

In the section Redirect URIs enter a redirect URL displayed in the Cloud Connectors
add-on when adding/editing an account.

Copy Client ID (Application Key) and Client Secret (Application Secret) and enter them
in the Cloud Connectors.


https://app.box.com/developers/console

Custom Dropbox Application
Visit the site https://www.dropbox.com/developers/apps and create an application.

g '~:: John Doe

my application
33 Y &pp
e Settings Branding Analytics
My apps
API Explorer
Status Development Apply for production

Documentation

HTTP
NET Development users Only you Enable additional users
Java
JavaScript

Permission type Full Dropbox
Python
Swift

App ke 1fndecvzh4@3pms
Objective-C peres ?

App secret ep33avibdrriuvos
Community SDKs

References

OAuth 2 Redirect URIs
Authentication types
Branding guide http://localhost:8090/rest/decoy/cloud-connectors/1.0/0auth/redirect X
Content hash

https:// (http allowed for localhost) Add

Data ingress guide
Developer guide Allow implicit grant
OAuth guide

Allow -
v2 migration guide

Webhook:
ok Generated access token

choossr Generate h
—

Image 6 Dropbox application

In the section Redirect URIs enter a redirect URL displayed in the Cloud Connectors
add-on when adding/editing an account.

Copy App key and App secret and enter them in the Cloud Connectors.


https://www.dropbox.com/developers/apps

Custom Google Drive Application
Visit the site https://console.developers.google.com and create a new application.

i'i Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months to explore Google Cloud Platform. Learn more DISMISS SIGN UP FOR FREE TRIAL
= Google APls  myapplication ~ Q P o & g
API APIs & services & Client ID for Web application ¥ DOWNLOAD JSON C' RESET SECRET W DELETE
<% Dashboard
m Library Client ID 887135096845-nsvgkmsunb64dadk7ednb2magl2d7ncc.apps.googleusercontent.com
Client secret 6g3TImaTD2II18DwPxTkpmFi
o= Credentials Creation date Oct 22, 2017, 11:08:36 PM
Name
Web client 1
Restrictions
Enter JavaScript origins, redirect URls, or both
Autherized JavaScript origins
For use with requests from a browser. This is the origin URI of the client application. It can't contain a wildeard
Authorized redi
For use with requests from a web server. This is the path in your application that users are redirected to after they have
authenticats oogle. The pa Il be appended with the authorization code for access. Must have a protocol
Cannot contain URL fragments or relative paths. Cannct be a public IP address.
http://localhost:8090/rest/decoy/cloud-connectors/1.0/oauth/redirect x
m Cancel
<l

Image 7 Google Drive Application
When the application is added, create a OAuth Credentials.

In the section Redirect URLs enter a redirect URL displayed in the Cloud Connectors
add-on when adding/editing an account.

Copy Client ID (Application Key) and Client secret (Application Secret) and enter them
in the Cloud Connectors.

Once the setup is done, enable Google Drive API for the application.


https://console.developers.google.com/

OneDrive Personal Application

Visit Application Registration Portal — Microsoft https://apps.dev.microsoft.com and
add an application.

Name

my application

Application Id
00000000401FBE1C

Application Secrets

KcRIBO3VNVNEHpJURgkvS1Q Version O Current

Platforms

Web

¥ Allow Implicit Flow

¥ Restrict token issuing to this app
Limits the issuing of JSON Web Tokens (JWT) for your domain to exclusively this application.

Target Domain

This is the domain that other apps will use when they request a JWT for your app on Windows (such as www.contoso.com).

Target Domain

Redirect URLs @& EXEIVL

http://localhost:8090/rest/decoy/cloud-connectors/1.0/oauth/redirect

Image 8 OneDrive Peronal Application

In the section Redirect URLs enter a redirect URL displayed in the Cloud Connectors
add-on when adding/editing an account.

Copy Application Id (Application Key) and Application secret and enter them in the
Cloud Connectors.



https://apps.dev.microsoft.com/

PERMISSION SCHEMES

Permission Schemes can be manage in the Permissions section. A scheme contains
configuration of rights to access/perform an action with a content stored in cloud
storage.

There is a default scheme ,Default Permission Scheme” which cannot be deleted and
every newly created account profile is assigned to it. Which can be manually changed.
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Image 9 Permission Schemes page

A table displays accounts with their profiles which are linked to a particular Permission
Scheme.

Permissions operation allows to change configuration of access rights.
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P Permission helper + Grant permission

Cloud Connectors Default Permission Scheme
CONFIGURATION This is the default Permission Scheme. Any new created account prefile which will be assigned this scheme.
General Configuration Permission Granted to Operations
Further Configuration Download Files Application Rele Edit +
Backup Administration Ability to download files = Any logged in user Remove
Manage Referrers Upload Files single User Edit -

Ability to upload Tfiles * admin Remove
Languages
Shortcut Links View Content Group Edit -

Ability to view content. = confluence-administrators Remove
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Image 10 Edit permissions of Permission Scheme

This page contains ,Permission helper” to check whether a user has rights to work with
a content in a selected account profile.

Permission helper

Discover why a user does or does not have certain permissions.

User | [ admin
Begin typing to find a user, leave blank for Anonymous user
Account Profile new profile
Begin typing to find an account profile

Permission Download Files

Begin typing to find a permission or press down to see all

Permission name: Download Files
User. admin

@ Permission scheme: Default Permission Scheme

Account Profile: new profile
Status: () admin has the 'Download Files' permission

Image 11 Permission helper



SCHEDULED BACK UP CONFLUENCE

This functionality is available only in Confluence.

Cloud Connectors creates a scheduler job to perform back up of Confluence.

X Confluence spaces~ People Create  ses
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DECOY IT Configuration / Scheduled Back Up
Cloud Connectors Scheduled Back Up

CONFIGURATION Backup File Prefix | backup-

General Configuration Backup File Date | yyyy_MM_dd
Further Configuration Patiem
Backup Administration Backup Account
Profile
Manage Referrers
Backup Path =

Languages

Backup Daily
Shortcut Links

Backup Attachments Daily
External Gadgets
Save
Global Templates and
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Import Templates

Recommended Updates
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In-app Notifications
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Image 12 Scheduled Back Up page

The configuration page modifies format of file name which consists of prefix and date
pattern.

Backup Path is a folder in a cloud storage.

If a checkbox Backup Daily is not checked then Scheduled back up will not be
executed.




Shortcut Links Disaple

External Gadgets Clean Journal Entries Scheduled Aug 03, 0 Run
Global Templates and 2017 Edit
Blueprints 02:00 Disable
Impart Templates Clean Old Audit Records Scheduled Aug 03, 0 Run
Recommended Updates 2017 Edit
Email 00:00 Disable
Mail Servers Clean Temporary Directory Scheduled Aug 03, 0 Run
User Macros 2017 Fit
04:00
In-app Notifications
Clear Expired Mail Errors Scheduled Aug 03, 0 Run
HipChat Integration 2017 Edit
Attachment Storage 03:00
Spam Prevention Clear Expired Remember Me Tokens Scheduled Aug 20, 0 Run
PDF Export Language 207 Edit
Support 00:00
Configure Code Macro Cloud Connectors Back Up Confluence Scheduled Aug 03, 0 Run
Office Connector 2017 Fat
02:00 Disable
WebDAV Configuration
Cluster Cache Compaction Scheduled  Aug 02, Aug 02, 6 History
ATLASSIAN MARKETPLACE 2017 2017 Run
16:00 17:00 Disable
Find new add-ons
Manage add-ons Conversion Queue Monitor Scheduled  Aug 02, Aug 02, 2 History
2017 2017 Run
USERS & SECURITY 1626 16:26 Fat
Disable
Users
Deferred File Deletion Scheduled  Aug 02, Aug 02, 3 History
Groups 2017 2017 Run
Security Configuration 16:17 16:32 Disable
Global Permissions EhCache Cache Compaction Scheduled  Aug 02, Aug 02, 1 History
Space Permissions 2017 2017 Run
16:22 16:27 Disable
liser Directonies -

Image 13 Cloud Connectors Back Up Scheduler Job

The Confluence administration of Scheduled jobs allows to adjust a time of execution
and to disable the job.



USER’S GUIDE FOR CONFLUENCE

Confluence version of this add-on brings many features:

¢ Image Dialog

¢ Insert Link Dialog

e Macros

e Page Attachments

e Page Import/Export
e File List Extension

e Blueprint

e User's Profile Picture

,X,EOHHI.IEI'ICE Spaces ~  People Create s

@ Pages / Welcome to Confluence  of # Edit ¥t Saveforlater  © Watching

Cloud Connectors Demo

Created by admin, last modified just a moment ago

dropbox-connector-logo-v0.1.4-144x144 png

Cloud Connectors =

- Plextool Guideline & Change History
& another profile / folder

inner folder <DIR>
PLEXTOOL is designed exclusively for Plextor
drophOX-CONNECtor-Cover. 87KB  Aug 02, 2017 19:31 1 SSDs. If you use SSDs of other brands, you may not
gel complete information by PLEXTOOL.

9 dropbox-connector-logo- 8kB  Aug 02, 2017 19:30
Please create partition(s) for your SSDs before
. giphy.gif 443 kB Aug 02, 2017 19:30 2 executing PLEXTOOL, or your PLEXTOOL can not
work smoothly.
test_release. txt 0.0kB Aug 02, 2017 19:30 -

3
E o+ 2
" Like  Be the first to like this

No labels #
»

Image 14 Example of Cloud Connectors content



IMAGE DIALOG

The original panel in the Image Dialog was extended by an upload button which allows
to upload a file from a cloud storage directly to a page.

Insert files and images

Attached to this page | <) ‘cr 2 Upload files
Images from the web

There are no files attached to this page
Search on other pages pag

Cloud Connectars
Tip: Drop files straight into your page to insert them directly.
Ok, got itt

Hint: type "1" in the Editor to insert attached images on the page. Insert | Close

Image 15 Upload button in Image Dialog

The add-on adds a panel to the Image Dialog which lists images from a cload storage.
A selected image can be inserted into a page without uploading it to Confluence.

Insert files and images

Attached to this page Account | another profile Q Search
Images from the web

. & another profile / folder
‘Search on other pages

Cloud Gonnectors ) -

inner folder dropbs 3 pby clor-logo... giphy.gif

Hint: type " in the Editor to insert attached images on the page. Insert  Close

Image 16 Cloud Connectors panel in Image Dialog



INSERT LINK DIALOG

The original panel in the Link Browser was extended by an upload button which allows
to upload a file from a cloud storage directly to a page.

Insert link

Search Link to a file that is attached to this page or attach a new one.

Recently viewed ——
e (8

There are no files on this page.
Web link

Advanced

Cloud Connectors

Link text

Hint: type "[" in the editor to see a list of suggested pages and insert a link. Insert | Cancel

Image 17 Upload button in the Insert Link Dialog

The add-on adds a custom panel to the Insert Link Dialog which lists files from
a cload storage. After selecting a file, it will be inserted into a content of page.

Insert link

Search Link to a file from Box, Dropbox, Google Drive, OneDrive,
Recently viewed

Files Account | another profile v Q Search

Web link & another profile / folder
Advanced

Cloud Connectors Name Last Modified

inner folder
" dropbox-connector-cover-v0.1.3-2 png Aug 02, 2017 19:31

7\
(@) dropbox-connector-logo-v0 1.4-144x144 Aug 02, 2017 19:30

. giphy.gif Aug 02, 2017 19:30

= fest release txt Aug 02, 2017 19:30

Link text ‘ dropbox-connecior-logo-v0.1.4-144x144.png

Hint: type "[" in the editor to see a list of suggested pages and insert a link. Insert  Cancel

Image 18 Cloud Connectors panel in Insert Link Dialog



MACROS

There two macros:

e Cloud Connectors
e Cloud Connectors Viewer

The Cloud Connectors macro displays a content of a cloud storage. Configuration
modifies a look and a functionality enabled in the macro.

Insert ‘Cloud Connectors’ Macro

—| % Preview
Inserts a list of files from Box,

Dropbox, Google Drive, OneDrive in
the page. Cloud Connectors
Title
Cloud Connectors Account: | another profile v Q Search

Account & ancther profile / folder

Name Last Modified
Choose Accounts that will be listed. I no
account is selected then all Accounts will
be listed.

inner folder

folderName " dropbox-conne Aug 02, 2017 19:31

(@)
# Allow Traversing &) dropbox-conne.. Aug 02, 2017 19:30

Allows moving through folders to reach
other files or folders. . giphy.gif Aug 02, 2017 19:30

[#L_Allow LIninadina -

Select macro Insert | Cancel

Image 19 Macro Cloud Connectors

The Cloud Connectors Viewer macro allows to embed a file of specified format into
a page and renders its content in PDF format.



Insert ‘Cloud Connectors Viewer’ Macro

¥ Preview
Inserts a file from Box, Dropbox,

Google Drive, OneDrive in the page.

fileName *

plextool_release_notes_1.0 Bp[E Plextool Guideline &

Width
100%

Specified either in pixels or as a % of page
width. Examples: 400px, 50%. If not set, the
default value is 100%.

Hegnt PLEXTOOL is designed exclusively for Plext
400px SSDs. If you use SSDs of other brands, you
Specified in pixels. get complete information by PLEXTOOL.

Please creale partition(s) for your SSDs beforc
executing PLEXTOOL. or your PLEXTOOL
work smoothly.

Select macro Insert | Cancel

Image 20 Macro Cloud Connectors Viewer



PAGE ATTACHMENTS

Attachments section of a page was extended by:

e Button to attach file from a cloud storage to a current page
e Link in an attachments table to upload file from a page to a selected folder
in a cloud storage

\'C_,Confluence Spaces ~  People Create  sss
9 Pages / Welcome to Confluence / Prettify the page with an image (step 4 of 9)  View Page V¢ Save for later  wew
Attachments
RN Name size Creator Creation Date Labels Comment
rEg - > |8 step04-02 png 17 kB Anonymous Sep 08, 2016 13:26 No labels # @ Cloud Connectors
| Properties | Delete
> step04-03.png 15 kB Ananymous Sep 08, 2016 13:26 No labels # @ Cloud Connectors
| Properties | Delete
> [ step04-01.png 12 kB Anonymous Sep 08, 2016 13:26 No labels # @ Cloud Connectors
| Properties | Delete
> bg Confluence-Origami- 46 kB ANCnymous Sep 08, 2016 13:26 No labels # @ Cloud Connectors
Necktie.jpeg | Properties | Delete
> & home jpg 2kB Ananymous Sep 08, 2016 13:26 No labels # @ Cloud Connectors
| Properties | Delete
* Download All
Attach Files
Cloud Connectors | &
Upload file | Vybrat sdbor | Nie je vybraty Ziadny stbor
Comment
Aftach more files Drop files here to attach them
5~ Attach
»

Image 21 Page Attachments extensions



PAGE IMPORT/EXPORT

Action menu of a page contains three items with the icon of Cloud Connectors:

e Export to PDF
e Export to Word
e Import Word Document

X.Confluence spaces -

People

e Demonstration Space v

@ Pages
N\ Blog
SPACE SHORTCUTS

Here you can add shortcut links to the
most important content for your team
or project. Configure sidebar.

PAGE TREE
What is Confluence? (step 1 of 9)
A quick look at the editor (step 2 of 9)
Let's edit this page (step 3 of 9)
Prettify the page with an image (step 4
Get serious with a table (step 5 of 9)
Lay out your page (step 6 of 9)
Learn the wonders of autoconvert (st
Tell people what you think in a commen

Share your page with a team member (

« »

y/CloudConnectorsE:

Pages / Welcome to Confluence o+

Learn the wonders of autoconvert (step

Created by Anonymous about 18 ho go

Confluence automatically transforms linked content into rich content. Try it with
Flickr photo streams, Tweets, Google maps and many more.

Here's two examples of autoconvert in action

Women of Atlassian: Building the future &

fings

St

Try it yourself:
1. Edit this page 1
2. Copy this link https:/youtu.be/Bp_7OR1WNCE and paste it 2

onto the page.
3. Autoconvert will embed the YouTube video on the page.
4 Save the page

DFidefault.action?pageld=65537

Atlassian

Try it yourself:

# Edit Yy Saveforlater <@ Watch | eee

7 of 9) Attachments (0)
Page History
Restrictions

Confluence pages, JIRA issues, YoUTU page information

Resolved comments (0)
Link to this Page.

ol + 2, View in Hierarchy

Y View Source
Save View Storage Format
Export to PDF
Export to Word
NABon G Import Word Document

(@) Export to PDF

4 Export to Word

% Import Word Document
a8 Atlassian ¢ Copy

(D Pie Face Barrack Street
Software Pty. Ltd.

)

©2017 Google - Map d

Move

o Delete
Nail Sa\a@énlzﬁesqy.dneyp -
gle | Terms of Use

Edit this page

Copy this link https://maps.google.com/maps?

g=Atlassian, +George+Street +New+South+Wales, +Australia
&hl=en&ll=-33.866572,151.207001&spn=0.004321,0.008256
&slI=-33.870509,151.203707&sspn=0.008641,0.016512&0q=

atlassian &hg=Atlassian +George+Street +New+South+VWale v

Image 22 Page Import/Export

After selecting a folder in a cloud storage then a page can be exported directly to the

selected folder.

Import Word Document page requires to select a file, which will be imported into

the Confluence.




FILE LIST

The original File List macro was extended by a upload button which uploads
a selected file from a cloud storage into a current page which contains the macro.

XConfluence spaces - Pecple  Create ===

Pages /... / test of

File List

Created by admin just a moment ago

# Edit T Save for later © Watching

Cloud Connectors Demo of File List

File Modified *

o ve @

No files shared here yet

Drag and drop to upload or @ | or browse for files

" Like  Be the first to like this

g Write a comment

file-list | #

EVALUATION LICENSE Are you enjoying Confluence? Please consider purchasing it today.

Powered by Atlassian Confluence 6.1.4 - Reportabug - Atiassian News

“Whtlassian

Image 23 Upload button on File list page



BLUEPRINT

Cloud Connectors Blueprint creates a page with Cloud Connectors macro to display
a content of a cloud storages.

Create Fitter Help

Select space Demeonstration Space Parent: Cloud Connectors Demo

1 new item has been added X

& Blank page Blog post
Start with a blank page. Share news and announcements with your team.

Cloud Connectors [ DACI decision
Upload, preview and share files from Box, Define the roles and responsibilities for making
Dropbox, Google Drive, OneDrive. high-impact or high-risk decisions.

Decision Experience canvas
Record important project decisions and Make sure your work Is user-centered,
communicate them with your team technically sound, and makes sense for the

Add or customise templates for the selected space m Close

Image 24 Cloud Connectors Blueprint



PROFILE PICTURE

The Upload a profile picture was extended by the Cloud Connectors button which
allows to select a file which will be uploaded to the Confluence and used as a profile

picture of a user.

Upload a profile picture

A

Drag an image here

| @ | Upload an image
m Cancel

Image 25 Upload a profile picture

Allowed file formats are: GIF, JPG, JPEG, PNG



USER’'S GUIDE FOR JIRA

Dedicated add-on version for Atlassian JIRA consists of two areas:

e Project
e |ssue

Cloud Connectors add-on displays content of configured cloud storages in a page

which can be found under Add-ons section in left menu of a project dashboard.

}("RA Dashboards ~ Projects ~  Issues ~ Boards ~ Create
@ Cloud Connectors
Q Search
& dropbox / folder
=] Name Size  Last Modified
a inner folder =DIR=
=
|] dropbox-connector-cover-v0.1.3-2.png 87 kB  Today 7:31 PM
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An issue also displays a content of cloud storages in a panel similar to Attachments.
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Other functionality of the add-on in an issue is the ability to add a link to a file in
cloud storages. All the links are grouped by application identifier ,Cloud Connectors”.
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Sub-Tasks + -

1. Update task status by dragging and dropping from column to IN PROGRESS | admin@admin
column => Try dragging this task to "Done"

2. When the last task is done, the story can be automatically IN PROGRESS  Unassigned
closed == Drag this task o "Done" too
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Al Comments Work Log History = Activity

~ [ admin@admin added a comment - 1 week ago

Joined Sample Sprint 2 7 days 9 hours 10 minutes ago
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SUPPORT

The add-on was made to implement elementary functionality of working with a content
in external storage without need to store it in Confluence. This is the initial version
which can be extended by many other functionalities.

If you spot incorrect behaviour of this plugin or if you need more detailed guidance
how to use this plugin, please, contact at support@decoy.sk.

We are also looking for your feedback, opinions and ideas on how we can improve this
add-on. So, feel free to contact us on above email address.
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