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Volumetric
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Protection
Some attacks are too big for enterprises to deal with on
their own and require countermeasures at the Internet
Service Provider’s (ISP) and datacenter’s (DC) side.
These providers have large numbers of customers,
each with very different needs.

To manage all this and detect attacks quickly, scale capacity and maintain
carrier-grade reliability is no easy task, especially if costs are to be kept
manageable.
Flowmon’s out-of-band protection monitors all uplinks and, when an attack
occurs, redirects the traffic into a single robust scrubbing center. This is a
far more sensible arrangement than purchasing multiple inline scrubbing
devices to cover each uplink only to be used occasionally.
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BENEFITS

Leveraging your
infrastructure to the fullest
Make sensible use of your investments into
infrastructure and enable it to feed Flowmon with
telemetry data. Employ it to perform mitigation so
you don’t have to invest in additional HW.

Automation
Benefit from machine learning-based
detection that trains itself and upon detection
carries out pre-defined mitigation scenarios
that do the hard work for you day or night.

Managed service ready
The solution is fully multitenant - it offers advanced role
management, dashboard and reporting management, as
well as full data separation, custom whitelabeling and a
market-proven MSP program.

Fast time to value
Streamlined deployment, user enablement,
predefined views, dashboards and reports.
From deployment to data on the dashboard
in under an hour.
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Leverage your
past investments to the full
Flowmon works with NetFlow/IPFIX network telemetry data exported by the existing components
of your infrastructure. From there on, the system takes over and automates the subsequent
activities while leaving you with full transparency and control over the process. It takes care of
attack detection, assessment and response - these are time-consuming activities and when time
is of the essence, automation is the way to go.
After detecting an attack the system orchestrates a response that can be either in a fully automated
or supervised mode. If available, the mitigation can be performed by specialized third-party
appliances. But the most cost-efficient way which makes the best use of your past investments is
to leverage your infrastructure components to filter, rate limit or otherwise mitigate attacks using
the BGP Flowspec protocol.

Differentiate your offering to attract new customers with professional services powered
by Flowmon. The system supports full multitenancy and whitelabeling, and is well prepared
for you to provide managed services to your tenants, to scale your business and to see your
investment returned faster.
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“Flowmon has completely transformed the way
we deal with DDoS attacks – it has gone from
being a very manual and time consuming process
to being a fully automated solution with effective
mitigation in under one minute.”
David George, Network Convergence Consultant at Aspire Technology Solutions

Integrations
In case of an unexpected increase in network traffic, Flowmon triggers configurable
actions that include alerting (email, syslog, SNMP trap), traffic diversion (policy based
routing, border gateway protocol, BGP Flowspec, remotely triggered black hole),
execution of scripts or mitigation through a specific out-of-band DDoS mitigation
system or with an on-prem or cloud scrubbing center.
All of the above-mentioned methods can be involved in mitigation tiering - an approach
where an appropriate combination of mitigation methods is triggered in a cascade
depending on attack characteristics and magnitude. This is an intelligent way of
maximizing the investment into your existing assets and avoiding unnecessary overkill.
Reports can be generated during or after a DDoS attack to provide an overview and
additional details to help with future tuning detection, response and capacity planning.
Flowmon is partnered with all the major players in DDoS protection, so you can choose
a solution that best fits your needs and budget.
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