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Introduction

1. What personal data do we process?

This general data protection declaration is aimed at:
• our suppliers and service providers who are natural persons (e.g. self-employed people, freelancers, etc.);
• the employees of our suppliers and service providers who come into contact with us.

You are receiving this privacy notice because wefox processes information about you that constitutes “personal data” and 
the protection of your personal data and privacy is important to wefox.

wefox is responsible for processing your personal data, especially where wefox decides the purpose and the way it is 
processed. The wefox company with which you or your company has concluded or wants to conclude a contract is always 
responsible within the meaning of the General Data Protection Regulation. In case of doubt, wefox Group Services (GER) 
GmbH, Am Karlsbad 16, 10785 Berlin, is responsible for data processing. In this data protection declaration, “we” or “us” 
refers to the responsible body within the wefox group of companies.

We ask you to read this data protection declaration carefully because here we explain in what context we process your 
personal data and what rights you have and what obligations we have in doing so.

If you have any further questions about the processing of your personal data, please contact dataprotection@wefox.com.

The personal data processed by wefox may have been transmitted to wefox either directly by you or by your company, i.e. 
the legal entity for which you work. For example, we may process the following personal data:
• your general information and personal data (e.g. name, first name, last name, gender, date and place of birth, 

nationality, ID or passport number, email address and/or postal address, landline and/or mobile phone number);
• your role (e.g. title, position, company name);
• for natural persons in their role as suppliers or service providers, financial data (e.g. account details); and
• your electronic identification data, to the extent necessary for the delivery of products or services to our company 

(e.g. login, access rights, passwords, ID number, IP address, online identifiers/cookies, protocols, access and 
connection data, image or audio recordings, video surveillance images or voice recordings). 

If you wish to provide us with personal information about other people (e.g. your colleagues), you should provide them with 
a copy of this privacy notice either directly or through your employer.

mailto:dataprotection@wefox.com
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2. For what purposes do we use your personal data and  
why is this justified?

2.1. Purposes of data processing

2.2. Legal basis for data processing

We always process your personal data for a specific purpose, and only the data that is necessary to achieve the respective 
purpose. In particular, we may process your personal data for the following purposes:
• pre-contractual communication for the purpose of concluding a contract;
• to manage our suppliers and service providers across the supply chain;
• to organize tenders, carry out tasks for the preparation or fulfillment of existing contracts;
• to control activities at our sites, including compliance with applicable policies and health and
• safety regulations;
• to manage our IT resources, including infrastructure management and business continuity;
• to protect the company’s economic interests and ensure compliance and reporting (e.g., complying with our policies 

and local legal requirements, taxes and deductions, managing alleged cases of misconduct or fraud, conducting 
audits and defending ourselves in litigation);

• to manage mergers and acquisitions involving our company;
• for archiving and logging;
• for invoicing and accounting;
• for other purposes required by law and authorities.

We will not process your personal data unless we have an valid legal ground to do so. Therefore, we
only process your personal data if:
• we have obtained your prior consent;
• the processing is necessary for the performance of our contractual obligations to you or in order to take steps at your 

request prior to entering into a contract;
• the processing is necessary to comply with our legal and regulatory obligations; or
• the processing is necessary based on our legitimate interests and your interests or fundamental rights and freedoms 

are not unreasonably affected.

Please note that when processing your personal data on the latter basis, we always strive to maintain
a balance between our legitimate interests and your privacy. Examples of such “legitimate interests”
include data processing for the following purposes:
• to optimize our operational efforts and costs (e.g. we may use certain third-party supplier platforms for data 

processing);
• to provide our products and services to our customers;
• to prevent fraud or criminal activity, misuse of our products or services, and to protect the security of our IT systems, 

architecture and networks;
• to sell part of our business or its assets or to enable the acquisition of all or part of our business or our assets by a third 

party; and
• to achieve the goals within the framework of our corporate and social responsibility
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3. Who has access to your personal data and to whom 
is it transferred?

We will not sell, share, or otherwise transfer your personal information to third parties other than those identified in this 
privacy notice. As part of our activities and for the purposes set out in this privacy notice, your personal data may be 
accessed by or disclosed to the following categories of recipients, insofar as this is necessary to achieve the relevant 
purposes:
• our personnel (including personnel, departments or other companies in the wefox group);
• our independent agents or brokers;
• our other suppliers and service providers who provide services and products to us;
• our IT system providers, cloud service providers, database providers and consultants;
• third parties to whom we assign or transfer our rights and obligations and
• our advisors and external lawyers in connection with the sale or transfer of part of our business or its assets.

The third parties mentioned above are contractually obliged to maintain the confidentiality and security of your personal 
data in accordance with applicable law. Your personal data may also be accessed by or transmitted to national and/or 
international authorities, law enforcement agencies, public bodies or courts if we are required to do so by applicable laws 
or regulations or at their request. The personal data that we collect about you may also be processed, accessed, or stored 
outside the country in which the controller is established, which may not provide the same level of protection for personal
data.

If we transfer your personal data to external companies in other countries, we will ensure that your data is protected by:
• the same level of protection applicable to wefox in accordance with local data protection laws,
• our wefox policies and standards, and
• the standard contractual clauses approved by the European Commission for transfers of personal data or other valid 

mechanisms as applicable in each individual case.

You may request additional information regarding international transfers of your personal data and obtain a copy of the 
relevant safeguards by exercising your rights in accordance with Section 6 below
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4. How do we protect your personal data?

5. How long do we store your personal data?

6. What rights do you have and how can you exercise 
them?

We have taken appropriate technical and organizational measures to ensure an appropriate level of security and 
confidentiality of your personal data. These measures take into account the following:
• the state of the art in technology;
• the cost of their implementation;
• the type of data, as well as
• applicable risks during processing. 

They serve to protect against accidental or unlawful destruction or alteration, against accidental loss, unauthorized 
disclosure or access and against other unlawful forms of processing. We also adhere to the following rules when handling 
your personal data:
• we only collect and process personal data that is appropriate, relevant, and not too extensive to fulfill the above 

purposes, and
• we ensure that your personal information is up to date and remains accurate. 

For the latter purpose, we may ask you to confirm the personal data held about you. You are also invited to inform us 
spontaneously if your personal circumstances change so that we can keep your personal data up to date.

We only store your personal data for as long as necessary to fulfill the purpose for which it was collected or to comply 
with legal, regulatory, and internal requirements. The storage period corresponds to the term of your delivery or service 
contract (or that of your company) with us, plus the period until the legal claims arising from this contract expire, unless 
mandatory legal or regulatory time requirements require a longer or shorter storage period. After this period, your 
personal data will be removed from our active systems. Personal data collected and processed in the context of a dispute
will be deleted or archived as soon as a settlement agreement has been reached, as soon as a final decision has been made, 
or as soon as the claim has expired.

The GDPR grants you the following rights, which you are welcome to assert against us using our contact form on our 
website. Of course, you can also send us a letter or submit your request via email to dataprotection@wefox.com.

6.1. Right to information
According to Art. 15 GDPR, you have the right to request information about your data processed by us. In particular, you 
can obtain information about the purposes of processing, the category of data, the categories of recipients to whom your 
data has been or will be disclosed, the planned storage period, the existence of a right to correction, deletion, restriction 
of processing or objection, and the existence of a right to lodge a complaint , the origin of your data, if it was not collected 
by us, as well as the existence of automated decision-making including profiling and, if necessary, meaningful information 
about its details.

mailto:dataprotection@wefox.com
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6.2. Right to rectification
According to Art. 16 GDPR, you can request timely correction of incorrect data or completion of your data stored by us.

6.3. Right to deletion
According to Art. 17 GDPR, you can request the deletion of your data stored by us, unless the processing is carried out to 
exercise the right to freedom of expression and information, to fulfill a legal obligation, for reasons of public interest or to 
assert, or to exercise or defend legal claims.

6.4. Right to restriction of processing
According to Art. 18 GDPR, you can request that the processing of your data is restricted if you dispute the accuracy of 
data or the lawfulness of processing.

6.5. Right to data portability
According to Art. 20 GDPR, you have the right to receive the data you have provided to us in a structured, common, and 
machine-readable format or to request that it be transmitted to another person responsible (“data portability”).

6.6. Right to object
According to Art. 21 GDPR, you have the right to object to processing if it is carried out on the basis of Article 6(1)(e) 
or 6(1)(f) GDPR. This is particularly the case if processing is not necessary to fulfill a contract with you or the company 
you represent. Unless the objection is to direct advertising, when you exercise such an objection, we ask you to provide 
reasons why we should not process your personal data in the manner we are currently doing. In the event of a justified 
objection, we will review the situation and either cease or modify the data processing, or present to you our compelling
legitimate grounds for continuing the processing..

6.7. Right to withdraw
Under Article 7(3) of the GDPR, you have the right to withdraw your consent at any time, provided you have given it. This 
means that we will no longer be permitted to continue processing your data based on this consent in the future.

6.8. Right to complain
According to Article 77 of the GDPR, you can complain to a data protection supervisory authority about the processing of 
your personal data by our company. The supervisory authority responsible for wefox is:

Data Protection Office for the Principality of Liechtenstein
Städtle 38
PO Box 684
9490 Vaduz Liechtenstein
T +423 236 60 90
E-mail: info.dss@llv.li

mailto:info.dss%40llv.li?subject=
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7. How do you stay up to date?
From time to time, we change our business processes to remain innovative and competitive. This may also require a change 
or adjustment to the data protection practices and, as a result of that, this notice. To ensure that you are always up to 
date with regard to the processing of your data, please regularly check https://www.wefox.com/en-de/privacy regarding 
changes. Here you will always find the current version of our data protection declaration for suppliers and service 
providers.

https://www.wefox.com/en-de/privacy

